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Spatial-Spectral Classification of Hyperspectral Images Based on
Extended Morphological Profiles and Guided Filter
Research Article
Behnam Asghari Beirami1

Abstract. Previous studies show that the incorporation of
spatial features in the classification process of hyperspectral
images (HSI) improves classification accuracy. Although
different spatial-spectral methods are proposed in the
literature for the classification of the HSI, they almost have
a slow, complex, and parameter-dependent structure. This
paper proposes, a simple, fast and efficient two-stage
spatial-spectral method for the classification of the HSI
based on extended morphological profiles (EMP) and the
guided filter. The proposed method consists of four major
stages. In the first stage, principal component analysis
(PCA) is used to smooth the HSI to extract the lowdimensional informative features. In the second stage, EMP
is produced from the first three PCs. Stacked feature
vectors, consisting of PCs and EMP, are classified via
support vector machines (SVM) in the third step. Finally, a
post-processing stage based on a guided filter is applied to
classified maps to further improve the classification
accuracy and to refine the noisy classified pixels.
Experimental results on two famous hyperspectral images
named Indian Pines and Pavia University in a very small
training sample size situation show that the proposed
method can reach the high level of accuracies which are
superior to some recent state-of-the-art methods.
Keywords. Extended Morphological Profiles, Guided
Filter, Support Vector Machine, Principal Components
Analysis, Hyperspectral, Classification.
1. Introduction
Hyperspectral images (HSI) contain rich spectral
information that can be used in various fields of earth science
studies such as identifying the different material, geology,
forest, and investigating the changes of earth surface landcovers. Due to the high dimensionality of the HSI (large
numbers of spectral bands) and the limited size of the
training samples, supervised classification of the HSI is
challenging and commonly leads to curse of dimensionality
[1]. Besides, inter-class spectral variability and intra-class
spectral similarity may deteriorate the classification
accuracy.
Based on the literature, different methods are proposed
to address the curse of dimensionality in the classification of
the HSI. Generally, they are grounded in three major groups:
 Dimensionality reduction (DR) techniques: Different
feature extraction and feature selection methods are
proposed in the literature to efficiently reduce the

Mehdi Mokhtarzade 2

dimension of the HSI. Principal component analysis
(PCA) [2], independent component analysis (ICA) [2],
kernel principal component analysis (KPCA) [3],
Fisher's linear discriminant analysis (FLDA) [4], locality
adaptive discriminant analysis (LADA) [5], ensemble
discriminative local metric learning (EDLML) [6],
minimum noise fraction (MNF) [2], and mutual
information band selection [7] are among the most
important classical approaches. Developing the new
efficient DR methods are still a hot topic, and in recent
years different novel methods such as SuperPCA [8],
band grouping SuperPCA [9], and kernel SuperPCA [10]
are proposed for HSI feature extraction.
 Advanced classifiers: Different advanced classifiers that
are less sensitive to the size of training samples such as
support vector machines (SVM) [11], extreme learning
machines (ELM) [12], sparse representation classifier
(SRC) [13], collaborate representation classifier (CRC)
[13], and random multi-graphs (RMG) [14] are used in
the literature for classification of the HSI.
 Generating the virtual training samples: Numerous data
augmentation, and virtual training samples generation
methods such as Generative adversarial network (GAN)
[15], and Gaussian mixture model (GMM) [16] are
proposed in the literature for efficient classification of
the HSI.
 To address the second issue about the inter-class spectral
variability and intra-class spectral similarity, numerous
studies have proved the efficiency of incorporating
textural and spatial features in traditional spectral based
classification [11]. The main idea of using the spatial
features in the classification of the HSI is supported by
this concept that the near pixels are usually grounded in
the same class.
Morphological profiles (MP) are one of the most
promising spatial features for the classification of the HSI.
Morphological opening and closing that are based on
elementary dilation and erosion operators are used to extract
bright/dark features [17]. Morphological profiles are
produced by geodesic opening and closing operators [18].
The extended morphological profiles (EMP) are the
adoption of the MP to multi-band images [17]. In this
method, because of the high dimensionality of the HSI, MP
is produced from the first few PCs. A method based on MP
and multi-kernel SVM is proposed in [19]. Their final results
show that classifying morphological and spectral feature
with multi-kernel SVM reached to higher accuracies. The
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accuracy of the EMP-based classification is greatly
influenced by the types of the structuring element (SE). In
[20], multiple classifier systems based on EMP are proposed
in which EMPs with multi-shapes SEs are used to better
detect the structures in the image. The EMPs created from
SEs of different shapes are independently classified, and the
final classification map is produced by decision fusion.
In addition to using spatial features such as EMP in the preprocessing stage, spatial information can be used in the postprocessing phase to improve the classification accuracy of
the HSI. The guided filter (GF) is an edge-preserving filter
which is faster than other edge-preserving filters such as
anisotropic diffusion or bilateral filter and has good behavior
near the edges and does not cause a false edge [21]. In recent
years, this filter is used in some studies in the field of
hyperspectral image processing. A novel method is
introduced in [22] that combines PCs, GF and the random
forest classifier. In this method, after dimensionality
reduction by PCA, the edge-preserving GF is used to smooth
the HSI and to extract the spatial features. In [23] GF is used
in the post-processing stage of hyperspectral image
classification to smooth the results of SVM classification. In
[24], an ensemble classification technique based on the
weighted ensemble of hierarchical GF and matrix of spectral
angle distance are proposed for classification of the HSI. A
good comparative study was carried out in [25] for
investigating the impact of different filtering methods in pre
and post-processing stages on the accuracy of the HSI
classification.
Although the EMP and guided filter are used individually
in the mentioned studies, there is still some issue that should
be addressed. 1) Although the previous methods based on
EMP [17,18] and GF [23] individually are fast and efficient,
they may not reach a high level of accuracy, especially when
the limited training samples are available. 2) Some of the
previous proposed spatial-spectral methods are complex
such as [26] or have the time-consuming performance such
as deep models [27, 28]. To address previously mentioned
issues, this paper proposes a simple, fast and accurate twostage HSI spatial-spectral classification method (named
EMP-GF). The main contributions of the EMP-GF are as
follows:
1) For the first time in literature, in this study, EMP-GF
integrates the PCA feature extraction, SVM classifier
without the cross-validation, extended morphological
profiles (EMP), and a post-processing stage based on the
guided filter.
2) EMP-GF has great performance even when the very
limited training samples are available. Also, EMP-GF is
superior over some recent state-of-the-art methods.
We validate the proposed method in the classification of
two challenging hyperspectral images from agricultural and
urban areas.
Section 2 proposes the methodology of the EMP-GF.
Section 3 presents the data set and the experimental results.
At last, conclusions are summarized in Section 4.
2. Methodology
Based on Fig. 1 that shows the block diagram of proposed
EMP-GF, this method consists of six major steps as follows:
1) In the first step, to eliminate the noise and to improve the
performance of PCA, HSI is smoothed with the simple
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mean filter. In this method, a sliding window with the
size 3×3 is considered around each pixel in each band of
the HSI and the mean of the gray level values of the
image in this window is considered as the final value of
each pixel in each band.
2) In the second step, to overcome the course of
dimensionality, PCA is used for feature extraction of the
HSI.
3) In the third step, to address the issue of inter-class spectral
variability and intra-class spectral similarity, spatial
features based on EMP are produced from the first three
principal components analysis (PCs). Later, EMP
stacked to the spectral feature vectors that consist of PCs
and form the spatial-spectral feature vectors.
4) Resultant spatial-spectral feature vectors are classified
with SVM without using the cross-validation due to its
huge processing time. A normalization technique and
polynomial kernel based on [29] are used for fast and
efficient training of SVM.
5) To further the classification accuracy, as the postprocessing stage, the guided filter is applied based on
gray and color guidance images on initial probability
maps that are obtained from SVM.
6) In the last step, the label of each pixel is determined based
on the maximum probability rule [23].
Detailed information about EMP and GF are given in the
next sub-sections.

Fig. 1. Block diagram of EMP-GF

a. Morphological profiles
Morphological opening and closing operators are based on
elementary erosion and dilation operators as follows [30]:
Opening:

𝐴 ∘ 𝐵 = (𝐴 ⊖ 𝐵) ⊕ 𝐵

(1)
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Closing

𝐴 ∙ 𝐵 = (𝐴 ⊕ 𝐵) ⊖ 𝐵

(2)

In which A is the image, B is the structuring element
(SE), ⊖ represents the erosion operator, and ⊕ is the
dilation operator. Due to the modification of structures after
applying the opening and closing transformations, [31,32]
used morphological opening and closing by reconstruction
for spatial feature extraction of the HSI. Opening 𝛾𝑅 and
closing 𝜑𝑅 by reconstruction of image A are defined as:
𝛾𝑅𝑖 = 𝑅𝐴𝛿 (𝜀 𝑖 (𝐴))
𝜑𝑅𝑖 = 𝑅𝐴𝜀 (𝛿 𝑖 (𝐴))

(3)
(4)

Here, 𝜀 𝑖 and 𝛿 𝑖 are the erosion and dilation with the SE
with the size i, and 𝑅𝐴𝛿 and 𝑅𝐴𝜀 are morphological dilation
and erosion by reconstructions, respectively. Opening and
closing by reconstructions are the connected operators
which remove the structures that cannot contain the SE and
totally preserve other structures. Commonly, different
ranges of SE sizes are used for extracting the objects with
different sizes. The morphological profile feature vector of
each pixel in coordination of (i, j) which consists of the
gray-level value of pixel (Q) and its values of opening and
the closing by reconstruction with the different size of SE is
defined as the following:
𝑀𝑃 = {𝛾𝑅𝑖 (𝑖,𝑗) , … , 𝑄(𝑖,𝑗) , … , 𝜑𝑅𝑖 (𝑖,𝑗) }

(5)

In (1), 𝜑𝑅𝑖 is closing by reconstruction and 𝛾𝑅𝑖 is opening
by reconstruction with SE of size i. Extended
morphological profiles (EMP) can be defined by extending
the concept of MP to multiband images. Based on the PCA
transform of the original hyperspectral image, EMP is
defined by (6):
𝐸𝑀𝑃 = {𝑀𝑃𝑃𝐶1 , … , 𝑀𝑃𝑃𝐶𝑚 }

(6)
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Where 𝑎𝑘 and 𝑏𝑘 are some linear coefficients which are
constant in 𝜔𝑘 . difference between q and filter input p (initial
binary probability map of SVM for each class) is minimized:
𝐸(𝑎𝑘 , 𝑏𝑘 ) = ∑𝑖∈𝜔𝑘((𝑎𝑘 𝐼𝑖 +𝑏𝑘 − 𝑝𝑖 )2 + 𝜖 𝑎𝑘 2 )
(8)
Where 𝜖 is a regularization parameter. By solving the (8)
these coefficients can be determined by (9) and (10):
𝑎𝑘 =

1
∑
(𝐼 𝑝 −𝜇𝑘 𝑝̅𝑘 )
|𝜔| 𝑖∈𝜔𝑘 𝑖 𝑖
𝜎𝑘2 +𝜖

(9)

𝑏𝑘 = 𝑝̅𝑘 − 𝑎𝑘 𝜇𝑘

(10)

Where 𝜇𝑘 and 𝜎 2 are mean and variance of I in 𝜔𝑘 , |𝜔| is
the number of pixels in 𝜔𝑘 , and 𝑝̅𝑘 is the mean of p in 𝜔𝑘 .
Guidance image can be gray or color images. After obtaining
the smoothed classified maps of each class, the final label of
each pixel is determined based on maximum probability rule
as:
𝐶 = 𝑎𝑟𝑔𝑚𝑎𝑥𝑛 𝑃𝑖,𝑛
(11)
In which C is the final label of pixel i and 𝑃𝑖,𝑛 is the
probability map of pixel i in the class n.
3. Experimental Results
A. Data sets
Two real hyperspectral images are used in this study for
studying the effectiveness of proposed EMP-GF. First one,
Indian pines hyperspectral image, gathered by AVIRIS
sensor from an agricultural area in Indiana of USA. It has
220 spectral bands that after discarding the noisy bands, 200
noise-free bands are used in the experiments. The
distribution of 16 classes in this scene is shown in the
ground truth map (GTM) of Fig. 2.a. The second data set,
Pavia university hyperspectral image, was collected by
ROSIS 3 sensor in 2003. This image has 115 spectral bands
ranging from 0.43 to 0.86 μm. Dimensions of this image are
610×340 pixels and spatial resolution is 1.3m. Nine classes
of urban land-cover are shown on its (GTM) of Fig. 2.b.

Where m is the number of desired PCs. In this study, EMP
vector for each pixel stacked with PCA spectral features and
formed the spatial-spectral vector.
b. Guided filter
Specifically, the classified image of SVM can be shown as
the n number of binary classified maps, in which n is the
number of classes. These binary maps commonly contain
noisy classified pixels which degrade the classification
accuracy. The post-processing stage based on the guided
filter can eliminate these noisy classified pixels and
therefore improve the classification accuracy.
In guided image filtering, 𝑞𝑖 (smoothed probability map
of SVM classifier for each class), is a linear transform of
guidance image I (first PC or first three PCs) in a window
𝜔𝑘 centered at the pixel k [21]:
𝑞𝑖 = 𝑎𝑘 𝐼𝑖 + 𝑏𝑘 , 𝑓𝑜𝑟 𝑖 ∈ 𝜔𝑘

(7)

a

b

Fig. 2. Ground truth maps of a) Indian pines b) Pavia
university

B. Experiments setup
EMPs are generated with disk shape SE with sizes of 3,5,7,9
and 11 from the first three PCs for both data sets. The
dimensionality of HSIs is reduced via PCA and for Indian
Pines first 69 features and for Pavia university first 15
features which contain 99% of information are considered as
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PCA

PCA+GFg

PCA+GFc

PCA+EMP

PCA+
EMP+GFg

PCA+
EMP+GFc

OA
Kappa
AA
AV

82.94
0.8
85.45
84.49

93.37
0.92
95.17
95.57

91.92
0.91
90.04
94.09

88.99
0.87
88.49
88.41

96.28
0.96
95.41
97.94

96.82
0.96
97.23
97.74

Table. 2. Classification Results for Pavia University

PCA+GFc

97.31

95.75

Kappa

0.92

0.96

0.94

AA

93.10

96.53

95.28

AV

93.30

96.67

94.03

98.8
3
0.98
98.5
6
98.5
3

PCA+
EMP+GFc

PCA+GFg

93.99

PCA+
EMP+GFg

PCA

OA

PCA+EMP

Accuracy

C. Ablation study and experimental results
This sub-section investigates the efficiency of each part of
the proposed EPF-GF. Based on TABLE I and TABLE II, 6
different cases are considered as follows:
 PCA: In this case, classification is carried out with the
only spectral PCs features.
 PCA+GFg: In this case, classification is carried out
with the only spectral PCs features and a postprocessing stage is done with guided filter and gray
guidance image.
 PCA+GFc: In this case, classification is carried out
with the only spectral PCs features and a postprocessing stage is done with guided filter and color
guidance image.
 PCA+EMP: In this case, classification is carried out
with the stacked spatial-spectral (PCA+EMP) features.
 PCA+EMP+GFg: In this case, classification is carried
out with the stacked spatial-spectral (PCA+EMP)
features and a post-processing stage is done with guided
filter and gray guidance image.
 PCA+EMP+GFc: In this case, classification is carried
out with the stacked spatial-spectral (PCA+EMP)
features and a post-processing stage is done with guided
filter and color guidance image.
With attention to Fig. 3 and Fig. 4, it can be understood
that many noisy classified pixels exist in PCA spectral-based
classified maps. In column 3 (PCA+GFg) and 4 (PCA+GFc)
of TABLE 1 and TABLE 2, gray and color guided filters are
applied on probability maps of spectral-based classification,
respectively. Based on rows 2 and 3 of Fig. 3 and Fig. 4,
although the density of noisy classified pixels is hugely
reduced, there are still some noisy labels in some regions.
By using the spatial-spectral features (PCA+EMP, column 5
of TABLE I and TABLE II), the initially classified map is in
some cases smoother than the case of PCA+GFc. By
applying the gray and color guided filter on the probability
maps of PCA+EMP the classification accuracies are even to
the highest levels and the most homogeneous classified map
is produced in case of PCA+EMP+GFc. Based on the
experiments, generally, the color guided filter is superior in
comparison to gray guided filter due to the better
preservation of edges in the color guidance image [21].

Table. 1. Classification Results for Indian Pines

Accuracy

final spectral features. The spatial-spectral feature vector is
generated based on stacking the EMP and PCs. Resultant
spatial-spectral vectors are classified via SVM classification.
LIBSVM package is used for implementing the SVM
classifier [33]. A polynomial kernel with degree 3 is used in
SVM and features are mapped into [-255 to 255] [29].
Performance of classifier is evaluated based on four
accuracy indices, overall accuracy(OA), kappa coefficient
(kappa), average accuracy (AA) and average validity(AV)
(for more information refer to [11]). Training samples are
randomly chosen from approximately 5% labeled samples
of GTM for Indian Pines and 1% of labeled samples of GMT
for Pavia University and remaining labeled samples of
GMTs are used as test samples. The first PC of the
hyperspectral image is considered as gray guidance and the
first three PCs are considered as color guidance images.
Parameters of the guided filter (ϵ and window size) in all
experiments are determined optimally by trial and error.
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99.06

99.43

0.986

0.99

98.74

99.3

99.34

99.44

The final result of TABLE I and TABLE II in case of
PCA+EMP+GFc demonstrated that proposed method with
only 102 and 45 features for Indian Pines and Pavia
University (with compression ratio about 2) reaches to the
very high level of accuracy even when very few training
samples (approximately 1%) are available. The fast and
simple structure along with promising results of the
proposed method increases the applicability of the proposed
framework in different case studies of the HSI classification.

PCA

PCA+EMP

PCA+GFg

PCA+GFc
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PCA+EMP+GFg
PCA+EMP+GFc
Fig. 3. Classified maps of Indian Pines
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features. Final extracted features are classified with SVM.
Parameters of this method are tuned based on the original
paper.
 JSaCR [26]: In the joint spatial-aware collaborative
classification model (JSACR), both spatial and spectral
features are used to induce the distance-weighted
regularization terms. Also in this method, spatial
information is added to representation objective function
with a spatial regularization.
 R-HybridSN [28]: This method combines the 3D-2Dconvolutional neural network (CNN), deep residual
learning, and depth-separable convolutions for classification
of hyperspectral images. The results of this method are
presented based on the original paper.
Table. 3. Comparison with State-of-the-art Methods
Indian Pines

PCA

PCA+EMP

Proposed method
RPNet (2018)
JSaCR (2017)
R-HybridSN
(2019)

96.82
95.46
94.07
96.46

Pavia
University
99.43
96.2
97.2
96.59

The obtained results of TABLE III proved the superiority of
the proposed method over the RPNet, JSaCR, and RHybridSN methods. It is worth noting that in addition to
better classification accuracies, the proposed method has a
very simpler framework than the other three competing
methods.

PCA+GFg

PCA+GFc

PCA+EMP+GFg

PCA+EMP+GFc

Fig. 4. Classified maps of Pavia University

D. Comparison to recent methods
To evaluate the effectiveness of the proposed method, the
classification accuracies of the proposed method have been
compared with three state-of-the-art methods for the
classification of hyperspectral images. Methods and their
setups are as below:
 RPNET [27]: In this method, a deep model is simulated
based on the PCA transform for extracting spatial-spectral

4. Conclusion
A new spatial-spectral method is proposed in this paper for
the classification of the HSI based on extended
morphological profiles (EMP) and guided image filters.
Based on this method, after the initial features extraction
technique based on PCA, EMP is generated and stacked with
spectral PCs. The resultant spatial-spectral feature vectors
are classified by the SVM classifier. Guided filter with gray
and color guidance images is applied on the probability map
of each class and the final label of each pixel is determined
based on maximum probability. Based on the final results, it
is concluded that the proposed method based on the color
guidance image has a simple structure and can reach a very
high level of accuracy even when very few training samples
are available. Combination of the multi-shape extended
morphological profiles with a guided filter is suggested for
future study.
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Abstract. The increment of computer technology usage and
rapid development of the Internet and electronic business
lead to an increase in financial transactions. With the
increase of these banking activities, fraudsters also use
different methods to boost their fraudulent activities. One
of the ways to cope their damages is fraud detection.
Although, in this field, some methods have been proposed,
there are essential challenges on the way. For example, it is
necessary to propose methods that detect fraud accurately
and fast, simultaneously. Lack of non-fraud labeled data
and little fraud labeled data for learning is another challenge
in this field particularly in banking. Therefore, we propose
a new fraud detection method for bank accounts called
SSLBM. In this method, after preprocessing phase, a
helpful learning method called SSEV is used that is based
on semi-supervised learning and evolutionary algorithm.
The results imply improvement of detection by using
SSLBM with 68% accuracy and acceptable speed.
Keywords. Fraud, Fraud detection, Semi-supervised
learning, Evolutionary algorithm, Feature extraction.

Mohammad Reza Keyvanpour2
prevent next fraudulent activities.
Another challenge in fraud detection especially in
banking is lack of data with non-fraud label and shortage of
data with fraud label to learn [7].
Therefore, using supervised methods seems to be
inappropriate. Furthermore, labeled data in the learning
process eventuates accurate detection. Consequently,
learning to use some unlabeled data and some labeled data
is efficient. This is the main basis of semi-supervised
learning [8].
In this study, a new fraud detection method called
SSLBM, which helps to detect banking fraud quickly,
accurately, academically, and practically, is proposed to
encounter these challenges due to the inability of certain to
examine these detection problems at the same time, whether
theoretically or practically. According to this method, in the
first phase useful features are extracted by the extraction
method. In the second phase, a novel learning method
called, SSEV is proposed which is based on semisupervised clustering and evolutionary algorithm. The
purpose of SSEV method is to combine these two methods
in order to increase the efficiency of each of them for fraud
detection accurately and quickly and using just little fraud
labeled data. In this step, learning occurs based on the
features obtained from the previous step and SSEV as the
learning method. According to experimental results, using
SSLBM creates a trade-off between the accuracy and
velocity and improves them.
This article proceeds as follows: In section two, related
works are discussed. Section three introduces SSLBM.
Section four presents the experiments. Finally, section five
proposes the concluding remarks.

I. Introduction
Wang et al. [1] introduced fraud as a meaningful activity to
obtain unauthorized financial benefits and contrasts with
law, rule, or policy. In more general terms, fraud is a
deliberately deceptive and misleading activity that is
different from definitions of normal behavior. Fraud is said
to be an abnormal behavior that perpetrators attempt to
portray as normal [2].
Using the Internet for different purposes has become one
of the daily activities of almost all people around the world
who research, shop, use applications, and do many other
II. Related Work
things online [3].
In this section, we provided an overview of the related work
In general, areas in which fraudsters engage in fraudulent
in fraud detection. Reviewing the proposed methods and
activities include credit cards, online auctions, insurance
their classifications in [2] fraud detection are divided into
and telecommunications, and e-business. Fraud detection
four categories based on the strategy ahead: data miningaims to deal with damages of fraudulent activities. It is part
based methods, social network analysis-based methods,
of the overall control fraud, coming into play once
formal methods, and statistics-based methods (Fig. 1). In
prevention has failed to aim at stopping the abuse in
recent years, many efforts have been initiated in the area of
progress as quickly as possible after its first occurrence [4].
fraud detection, which are often based on either data mining
An investigation of the methods proposed in this area,
or social network analysis or a combination of them.
clarifies that the main challenge in fraud detection is to
employ a method to detect frauds quickly and accurately
[5], [6], inasmuch as what is important in the fraud detection
area is to identify frauds and non-frauds correctly. The
process of identification has to be done quickly as well to
____________________________________________________
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Fig. 1.Classification of fraud detection methods based on the
strategy ahead [2]

A. Data mining-based methods
Panigrahi et al. [9] have developed a hybrid approach to
fraud detection in credit cards. This method has combined
evidence from current as well as past behaviors. The proposed fraud detection system comprises a rule-based filter,
a Dempster-Shafer adder, a transaction history database and
a Bayesian learner. Chang et al. [10] have suggested an
early fraud detection mechanism in which an innovative
two-phased modeling framework has been developed. It
integrates hybrid-phased models with a successive filtering
procedure to identify latent fraudsters by examining the
phased features of potential fraudsters’ lifecycles in online
auctions.
Awad [11] has proposed a novel framework based on
behavioral biometric factors. The proposed model works on
both security and performance factors. This characteristic
leads to increased security of the fraud detection system
against hacker attacks. Jain et al. [12] have suggested a
method to extract a new set of features based on analyzing
the periodic behavior of the time of a transaction using the
von Mises distribution for credit card fraud detection. In a
study by Ram and Gray [13], the use of a variant of density
estimation trees is recommended for fraud detection using
distributional properties of the data, both categorical and
numerical features.
Sarno et al. [14] used a method combining process mining
and association rule learning for fraud detection. Baader et
al. [15] proposed a new hybrid method to reduce false
positive results. In this method, the red flag approach is
combined with process mining. Kunda et al. [16] introduced
a method obtained from the combination of BLAST and
SSAHA algorithms.
FU et al. [17] presented a technique based on CNN for
fraud detection in credit cards to obtain exclusive patterns
of labeled data. After extracting the patterns, hidden
patterns of each sample were identified by neural network
technique. In a study conducted by Behera and Panigrahi
[18], a two-stage neuro-fuzzy expert system was proposed
for credit card fraud detection. In the first step, using a
pattern-matching system transactions were processed and a

score was assigned to each transaction. A fuzzy inference
system computes a suspicious score by combining the
values and accordingly classifies the transaction as genuine,
suspicious, or fraudulent. If a transaction is labeled as
suspicious, in the second step a previously trained neural
system is used to investigate whether it was an actual
fraudulent action or an occasional deviation by the
legitimate user.
Khodabakhshi and Fartash [19] have proposed a method
combining KNN and association rule mining algorithms to
detect frauds of banking transactions.
Chen et al. [20] have integrated natural language
processing, queen genetic algorithm and SVM to develop a
novel fraud detection method to increase the accuracy of
fraud detection in the narratives of annual reports. Carneiro
et al. [21] have proposed a combination of manual and
automatic classifications to detect frauds in credit cards
area. Zoldi et al. [22] presented a three step-method for
fraud detection to obtain frequency information for at least
one account, converting frequency information to a
frequency variable and predicting whether an activity is
fraudulent in response to the frequency variable.
The researchers in [23] proposed a technique to detect
fraud in large scale online auction networks as an
incremental semi-supervised anomaly detection. They tried
to solve low detection performance or slow convergence of
fraud detection in online auction. This method combines
semi-supervised anomaly detection with belief propagation
to detect collusive frauds.
Taha et al. [24] used an optimized light gradient boosting
machine to detect fraud in credit card. In this algorithm, a
Bayesian-based hyper parameter optimization algorithm is
intelligently integrated to tune the parameters of the light
gradient boosting machine algorithm.
Beigi et al. [25] proposed a new fraud detection method
in credit card that combine datamining and statistical
methods. In this method, after identifying useful features,
the resampling strategy is determined based on the design
of experiments and response surface methodologies. In this
paper the cost-sensitive C4.5 algorithm is used as the base
learner in the Adaboost algorithm.
B. Social network analysis-based methods
Subelj et al. [26] have developed an expert system to detect
and investigate groups of collaborating automobile
insurance fraudsters. This system has focused on detection
of groups of collaborating fraudsters and the relations
between them. As a result, the networks have been used to
show these relations and calculate a score as the suspicious
score for each entity. Lin et al. [27] used a ranking method
to evaluate how dangerous the fraudsters were. Thereby, a
process based on social network analysis can provide a
method to detect collusive fraud groups in online auctions.
Sylla et al. [28] have focused on the creation of new
coding models based on the extensions of SQL and
MapReduce and using path concept in graphs on a large
scale.
Jamshidi et al. [29] have developed a data enrichment
scheme that focuses on social network analysis in order to
help the detection systems by providing information on
hidden relations between entities.
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Vlasselaer et al. [30] have extracted network level
features using social network analysis and proposed a new
propagation algorithm in order to measure impressibility of
nodes from fraudster nodes.
Jiang et al. [31] designed a network called GCN to detect
anomalous behaviors of users and malicious threat groups.
In this network, the relationship between entities and
features of each of them are specified. The researchers
studied and analyzed this network to detect both anomalous
behaviors of individuals and associated anomalous groups.
This network is applicable for fraud detection.
C. Data mining and social network analysis- based
methods
To detect fraudsters, Lin et al. [32] suggested an
approach based on neighbor diversity. In this method, some
classification techniques like J45, decision tree, neural
network and SVM and social network analysis were used in
order to calculate neighbor diversity.
Yu et al. [33] have proposed a hybrid method to detect
fraud in online auctions. In this paper, they used social
network analysis to obtain behavioral features. These
features convert to fuzzy rules that can show fraud detection
rules. Then, they optimized the fuzzy rules using genetic
algorithm.
Van Vlasselaer et al. [34] presented a method has used
from both exclusive features of transactions and their
network based features for fraud detection in credit cards.
This method was supervised in real time.
Lebichot et al. [35] have developed a novel fraud
detection system based on network and semi-supervised
learning to examine the effect of fraudulent nodes on other
nodes. Chiu et al. [36] have proposed a hybrid method
consisting of network criteria and classification techniques
in order to detect fraud in online auctions.
Lin et al. [37] proposed a model called COSIN for fraud

Fig. 2. An overview of the proposed method

detection that uses both sequential and interaction
behaviors of users. They used a dynamic interaction
network to model and study these behaviors and introduced
a hierarchical Hidden Markov Model (HMM) to capture the
sequential schema-dependent transitional patterns.
III. SSLBM: A New Fraud Detection Method Based
on Semi-Supervised Learning
As shown in Fig. 2, bank transactions and accounts records
are inputs of SSLBM method separately. Given that one of
the challenges in banking fraud detection is lack of data
with non-fraud label and that little data exist with fraud
label to learn [7], a few accounts have fraud label (called
positive label). Finally, outputs of SSLBM method are

accounts with their labels – fraud label or non-fraud label.
The general structure of the proposed fraud detection
method is shown in Fig. 3. SSLBM method comprises two
phases: pre-processing and learning.
Generally, in the first phase, pre-processing operation is
done by receiving bank transactions and accounts records
and finally the outputs obtained from this phase in the
format of features vectors (FVs) as inputs are sent to the
second phase. In the learning part, fraud accounts are
distinguished from non-fraud accounts.

Fig. 3. The general structure of SSLBM method

Fig. 4. Pre-processing steps

A. Pre-processing
To increase accuracy of fraud detection, it is needed to use
all useful features of accounts. On the other hand, regarding
existing unbalanced classes of accounts based on their
labels, it is necessary to have pre-processing step before
learning phase. As shown in Fig. 4, in pre-processing phase,
in first step, the useful features of the accounts are extracted
and then some unlabeled accounts are labeled as negative
accounts (non-fraud accounts) in the second step using
feature vectors (FVs) extracted from the first step.
1) Feature extraction: As mentioned in [38], features of
the components can be network-based or user-based.
Network-based features of each component are
achieved by taking other components and relationships
between them into account, whereas user-based
features are obtained based on the characteristics of the
component. Combination of algorithms, each of which
has focused on various aspects of information hidden in
the data, can help detect fraudulent accounts more
accurately [38]. Therefore, we use the FEMBSNA
method [39] to extract features in the first phase of the
pre-processing step, which employs both feature types
to detect fraudulent accounts.
2) Negative label extraction: Fraud detection is a binary
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problem in which there are two sets of examples. One
includes positive examples and the other includes
negative examples. As mentioned before, there are very
few fraudulent (positive) instances available since
labeling non-fraud (negative) instances is costly and
there may not be any negative instances [7], [40].
Therefore, semi-supervised learning could be very
helpful. Nevertheless, lack of negative data is a
challenge for traditional semi-supervised learning.
There are many different methods to extract negative
instances which can be divided into two approaches:
the methods using only positive samples for learning
and the methods using both positive and unlabeled data.
The advantages of the second type of these methods
include higher accuracy, better detection rate, using the
reduced unlabeled data for final learning, and higher
performance [7], [40]. Therefore, in this paper, we use
the method developed in [7], based on KNN method, to
extract negative labeled data.
According to this method, the distances of unlabeled
samples from k-nearest neighbors of each positive
sample are computed. The resulting values can be used
to sort the classified examples, where closer unlabeled
instances take positions ahead of the ones that are
further away [41]. Consequently, the extracted samples

include ones with more similarity to positive samples
appear at the end of the list and N-components that are
less similar to positive samples ahead of the list. The
selected samples are used in the learning phase as
negative samples.
B. SSEV: Learning based on semi-supervised learning
and evolutionary algorithm
In this paper, in the learning phase, a new method called
SSEV is proposed. This method that is based on semisupervised learning and evolutionary algorithm, receives
features vectors obtained from the first phase as its inputs
and finally the method detects fraud and non-fraud
accounts. Semi-supervised learning uses many unlabeled
data and a few labeled data to learn [42] [43]. Generally,
many methods based on super-vised and unsupervised
learning are employed to detect fraud. However, as
mentioned before, one of the basic challenges in fraud
detection is the lack of sufficient labeled data in the real
world due to the time-consuming, costly and difficult
process of labeling training data [44], [45]. Furthermore,
unsupervised learning usually suffers from high false alarm
rate and low detection rate without labelled information
[46]. In this paper, we use semi-supervised clustering.

CHARACTERISTICS OF THE DATASET USED
Characteristic
Number of accounts
Number of transactions
Number of features of transactions
Number of features of accounts

Fig. 5. The operation of the Imperialist Competitive Algorithm [49]

Quantity
387
2070
5
3
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Fig. 6. Pseudo code of SSEV algorithm

One of the most well-known and simple unsupervised
algorithms is K-means and one of the semi-supervised
algorithms that improves it, is PCK-means. This method
merely ensures the achievement of local responses [47]. To
solve this problem, we propose a combination of PCKmeans and imperialist competitive algorithm as one of the
evolutionary algorithms. The imperialist competitive
algorithm has higher search and detection power, obtains
better solutions and its speed of convergence to optimal
solution is more than that of other evolutionary
optimization algorithms [48].
Fig. 5 shows the routine operation of the imperialist
competitive algorithm. As mentioned before, in our
proposed learning algorithm called SSEV, a combination
of PCK-means and imperialist competitive algorithms is
used. The presentation of this new algorithm is another
innovation of this paper to achieve more accurate and
speed method.
The imperialist competitive algorithm first runs on
random initial population. In the SSEV algorithm, in each
decade before the movement of colonies toward
imperialists, the PCK-means algorithm is applied on all
colonies in order to ameliorate the performance of the ICA
algorithm. This change causes emperors and colonies to be
placed in better and more suitable positions, thereby
increasing the speed of achieving an optimal solution and

accuracy. Finally, running ICA algorithm proceeds until an
optimal solution is found. In the ICA algorithm, a mutation
step is added. The pseudo code of SSEV algorithm is
presented in Fig. 6.
IV. Experiments
A. Dataset
In the absence of public data sources in the financial domain, especially transactional datasets with information
about social relations, we used the financial data of
PKDD’99 [50]. This dataset has been used to evaluate
many methods in different fields [51-54]. Due to the
availability of financial transaction data, demographic
information, and validity of this dataset, the dataset has
been used here to test our proposed method. We used
transactions table to form a social network and accounts
table to extract simple data. We have also made some
changes to transactions table like eliminating transactions
that were not transactions for transferring money. As
shown in Table 1, our dataset consists of about 387
accounts selected from the accounts table and 2070
transactions from the transactions table. Each transaction
has five features: trans-id, source account-id, destination
account-id, amount and date. Each account also has three
features: account-id, district-id, and date.
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B. Evaluation criteria
To evaluate the performance of the proposed fraud
detection method, popular criteria are used: True Negative
(TN) rate, False Positive (FP) rate, False Negative (FN)
rate, precision, recall (also called True Positive (TP) rate),
F1score and accuracy.
 TNrate: as Eq. (1) shows, it is the proportion of nonfrauds (negatives) that are correctly identified as such.

𝑇𝑁
𝑇𝑁𝑟𝑎𝑡𝑒 =
(1)

section and evaluation of different fraud detection methods
based on runtime. Furthermore, we study impact of
different parts of the proposed method on the performance
of fraud detection. Therefore, in each test we compare
SSLBM method with four other methods: our method with
the feature extraction method proposed in [55], which has
been concisely explained in [29], our method without using
ICA algorithm, our method without using PCK-means
method and our method without the feature extraction
phase.

𝑇𝑁+𝐹𝑃

 FPrate: as stated in Eq. (2), it is the proportion of nonfrauds (negatives) that are wrongly identified as frauds
(positives).

𝐹𝑃
𝐹𝑃𝑟𝑎𝑡𝑒 =
(2)
𝐹𝑃+𝑇𝑁

 FNrate: the proportion of frauds (positives) that are
wrongly identified as non-frauds (negatives) (Eq. (3)).

𝐹𝑁
𝐹𝑁𝑟𝑎𝑡𝑒 =
(3)
𝐹𝑁+𝐹𝑃

 Precision: as shown in Eq. (4), it is the number of
accounts correctly labeled as belonging to the fraud
(positive) class (TP) divided by the total number of
accounts labeled as belonging to the fraud (positive) class
(i.e. the sum of true positives and false positives, which are
items incorrectly labeled as belonging to the class).

𝑇𝑃
𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
(4)
𝑇𝑃+𝐹𝑃

 Recall: the number of true positives divided by the total
number of accounts that actually belong to the fraud
(positive) class (i.e. the sum of true positives and false
negatives, which are items and were not labeled as
belonging to the positive class but should have been) (Eq.
5).

𝑇𝑃
𝑟𝑒𝑐𝑎𝑙𝑙 = 𝑇𝑃𝑟𝑎𝑡𝑒 =
(5)
𝑇𝑃+𝐹𝑁

 F1score: as stated in Eq. (6), it is the harmonic mean of
precision and recall.

2.𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛.𝑟𝑒𝑐𝑎𝑙𝑙
2.𝑇𝑃
𝐹1 𝑠𝑐𝑜𝑟𝑒 =
=
(6)
𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑟𝑒𝑐𝑎𝑙𝑙

2𝑇𝑃+𝐹𝑃+𝐹𝑁

 Accuracy: the proportion of frauds (positives) and nonfrauds (negatives) that are correctly identified as such (Eq.
(7)).

𝑇𝑃+𝑇𝑁
𝑎𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
(7)
𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁

C. Experimental results
The purpose of proposing the method in this paper is to
improve accuracy and speed of fraud detection. Therefore,
we evaluate SSLBM method and report its results based on
two tests: evaluation of different fraud detection methods
based on the evaluation criteria expressed in previous

Fig. 7. Comparison between SSLBM method and other methods
based on TNrate

Our method is compared to what is proposed in the study
by Jamshidi [55], because this is the only method that is
similar to our method in banking. This method employs
features obtained from a social network created between
accounts for fraud detection. Furthermore, in this paper, we
detect fraud accounts, while in the other papers in banking
field, fraud transactions are detected.
1) The first test is the evaluation of different fraud
detection methods based on the evaluation criteria
expressed in previous section. As shown in Figs 7. and
8., the SSLBM method has significantly improved
TNrate and decreased FPrate. Using the FEMBSNA
method [39] as a feature extraction method in the preprocessing phase, as well as PCK-means in SSEV
have remarkably increased non-fraud detection rate.
Using the SSLBM, our proposed method without the
ICA shows a better TNrate. This shows that the
existing PCK-means in SSEV contributes to the
performance of our method based on TNrate. Using
the method proposed in the study by Jamshidi [55] as
a feature extraction in the pre-processing phase
reduces the TNrate of our method more considerably
compared to the absence of feature extraction in our
method. This means that using FEMBSNA and PCKmeans distinguishes non-frauds from frauds and
correctly distinguished as non-fraud. As mentioned
before FPrate is the complement of TNrate, and thus
the FPrate of SSLBM is lower than that of others.
Taking advantage of the ICA algorithm and combining
it with PCK-means named SSEV has reduced FNrate
and decreased recall more significantly than not using
ICA algorithm at all (Figs 9 and 10). Existing
restrictions on obtaining new features in FEMBSNA
like the paths length that can cause loss of useful
information for distinguishing fraud accounts have
reduced the amount of recall in our method compared
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to the method proposed by Jamshidi [55] as feature
extraction and absence of feature extraction.

extraction. Using ICA algorithm and FEMBSNA has
been effective in achieving this result (Fig. 11).

Fig. 8. Comparison between SSLBM method and other methods
based on FPrate

Fig. 11. Comparison between SSLBM method and other methods
based on precision

Fig. 9. Comparison between SSLBM method and other methods
based on FNrate

Fig. 10. Comparison between SSLBM method and other methods
based on recall

The results also show that the proposed method by
Jamshidi [55] used as a feature extraction method in
the pre-processing phase of our method is precise in
fraud detection while some non-frauds are also
incorrectly detected as frauds. Thus, the FNrate of this
method is low and recall is high. In this paper, an effort
has been made to pay attention to correct detection of
both fraud and non-fraud. It seems that lack of feature
extraction phase in the detection process produced
results similar to the results obtained using the method
proposed by Jamshidi [55]. Given that precision is
influenced by both TP and FP, SSLBM has improved
the precision of detection more than while using the
method proposed by Jamshidi [55]as a feature
extraction method and not using any feature

Generally, to create a trade-off between precision and
recall, F1score is used. It is the harmonic mean of
precision and recall. Thus, F1score of all methods is
deducible from their precision and recall. As shown in
Fig. 12, our proposed method produces better results
based on this criterion than others concerning its
acceptable levels of recall and TNrate.
As shown in Fig. 13, SSLBM method is more accurate.
The proposed method aimed to detect fraud and nonfraud correctly and simultaneously. To reach this
purpose, both features based on network level and user
level are used in the pre-processing phase using
FEMBSNA method. Furthermore, we propose a new
learning algorithm called SSEV, which helps to
achieve this goal. However, the TNrate of our method
using the method proposed by Jamshidi [55] as a
feature extraction method is much lower than that what
obtained in the SSLBM method and in our method
without feature extraction. So its accuracy is the
lowest.
2) Test2 is the evaluation of different fraud detection
methods based on runtime: The main challenge in this
area is to suggest a method to detect frauds accurately
and quickly at the same time [5], [6]. As shown in Fig.
14, given that the implementation of ICA algorithm is
time-consuming and SSEV is a combination of ICA
and PCK-means, the implementation speed of the
proposed method (SSLBM) is acceptable as the speed
of achieving optimized solutions using features
obtaining FEMBSNA method is increased by SSEV.
Nevertheless, combining the method proposed by
Jamshidi [55] and SSEV increases its runtime to reach
optimal results. It is clear that the elimination of each
part of the method reduces its runtime. Specially,
eliminating ICA algorithm from the learning phase
minimizes the runtime of the method. As mentioned
before, the implementation of ICA algorithm is timeconsuming. Finally, because of running PCK-means
repeatedly, omitting it reduces the runtime of the
method compared to the runtime of the method
without any feature extraction phase once.
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significantly help detect frauds especially in banking
accurately and quickly. It uses merely a little fraud labeled
data.

Fig. 12. Comparison between SSLBM method and other methods
based on F1score

Fig. 13. Comparison between SSLBM method and other methods
based on accuracy

Fig. 14. Comparison between SSLBM method and other methods
based on runtime

V. CONCLUSION
Fraud detection copes with the damages of fraudulent
activities that have become common due to the rapid
development of the Internet technology and electronic
business. Lack of fast and accurate methods [5], [6], along
with shortage of non-fraud labeled data are main challenges in
fraud detection field particularly in banking. To address the
shortcomings theoretically or practically, the SSLBM method
was proposed. According to this method, in the first phase by
using a feature extraction method called FEMBSNA [39], new
features based on user level and network level are extracted.
In the second phase, a novel learning method called SSEV is
proposed, which is based on semi-supervised clustering and
evolutionary algorithm. In this step, learning occurs based on
the features obtained from previous step and using SSEV as
the learning method. The results indicate improvement in
accuracy and acceptable speed of fraud detection using our
proposed method. Therefore, using this method can
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Abstract. Given the financial crises in the world, one of the
most important issues of banking industry is the assessment
of customers' credit to distinguish bad credit customers from
good credit customers. The problem of customer credit risk
assessment is a binary classification problem, which suffers
from the lack of data and sophisticated features as main
challenges. In this paper, an adaptive neuro-fuzzy inference
system is exploited to tackle the customer credit risk
assessment problem regarding the mentioned challenges.
First of all, a SOMTE-based algorithm is introduced to
overcome the data imbalancing problem. Then, several
efficient features are identified using a MEMETIC metaheuristic algorithm, and finally an adaptive neuro-fuzzy
system is exploited for distinguishing bad credit customers
from good ones. To evaluate and compare the performance of
the proposed system, the standard German credit data dataset
and the well-known classification algorithms are utilized. The
results indicate the superiority of the proposed system
compared to some well-known algorithms in terms of
precision, accuracy, and Type II errors.
Keywords. Banking, Customer credit risk, Risk assessment,
Fuzzy system.
1. Introduction
Customer credit risk assessment is one of the most important
issues in banking industry, which has been attracted by a lot
of researchers [1-4]. There is no doubt that due to the current
financial crises, banks, first, assess customers' credit and, then
attempt to lend[5]. Obviously, it is a very difficult to identify
good and bad credit customers [5]. Having a reliable model is
necessary to take preventive and correct actions in relation to
lending to customers [6-9]. Therefore, customer credit risk
assessment is one of the most important factors in preventing
losses of banks and financial and economic enterprises.
Generally, customer credit risk assessment problem is a
binary classification problem that divides customers into
good and bad groups, hereafter, they are called good and bad
customers, according to their characteristics. Lending money
is accompanied by safety to the good customers; however,
lending to the bad customers is risky. Given the significance
of the issue, there have been many studies conducted on this
topic. Initially, probabilistic models and optimization
techniques including linear discriminant analysis[10], logit
analysis[11], Profit analysis[12], linear programming [13],
integer programming[14], K-nearest neighbor (KNN)[13],
and Classification Tree[15] have been introduced. Although
the aforementioned methods compute the credit risk of
customers, distinguishing good customers from the bad ones
is still a real challenge. Recent studies have shown that

Saeed Farzi2
intelligent methods, e.g., neural networks [8, 16],and
evolutionary algorithms, e.g., genetic algorithm [17] have
more advantages than the statistical methods. Nevertheless,
little research has been conducted in this area due to the lack
of standard data sets[15].
Large differences between good customers’ class size and
bad customers’ class size, which is known as data
imbalancing in machine learning concept, is another
important challenge of this problem. In imbalanced datasets,
the size of the minority class is much less than the size of the
majority class[18]. Training a classifier using the imbalanced
data leads the classifier to learn the characteristics of the
majority class and avoid learning the characteristics of the
minority one. Consequently, the precision of the classifier for
classifying the minority class is much less than the majority
one. Generally, the minority class is much more important
than the majority class. Here, the bad credit customers are
members of the minority class. Typically, the number of bad
credit customers is much less than the number of good ones.
In this paper, a SMOTE re-sampling technique, introduced by
Chawla et al. [19], has been utilized to solve the problem of
data imbalancing. In this method, new instances have been
produced artificially using over-sampling of the minority
class. They have the most resemblance to the minority class
instances and the least resemblance to the majority class
instances. One of the most important problems with this
method is overfitting[20]. To solve this problem, an
algorithm aimed at finding the distribution of minority class
data via data clustering algorithm has been introduced in
order to produce artificial samples with respect to the
distribution of the minority class. Deploying the algorithm
over our imbalance dataset reveals that bad customers’ class
size reaches to good customers’ class size.
High dimensionality of data is another challenge of the
customer credit risk assessment problem. Therefore, a feature
selection method based on the Memetic algorithm [21] is
introduced to tackle this problem. The aim of the algorithm is
extracting a subset of features affecting more on the
identification of good and bad credit customers. The Memetic
algorithm is a meta-heuristic evolutionary algorithm that uses
a simple KNN(K-nearest neighbor) classifier in order to
define the fitness function and tries to select the effective and
efficient features. In the proposed algorithm, the microgenetic algorithm is exploited for local search and the
precision of the KNN algorithm is used to define the fitness
function. Simplicity, linear time complexity, and space
complexity are the three reasons for choosing KNN algorithm
to calculate the fitness function. Considering some qualitative
features, an adaptive neuro-fuzzy system is used to classify
good and bad credit customers and the membership functions,
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fuzzy rules, and other parameters which are learned using the
balanced German credit card dataset.
We use the standard German credit card dataset (UCI
machine learning dataset repository) containing the
information of 1000 credit card owners in order to evaluate
and compare the proposed system with well-known methods.
The dataset was prepared by the University of Berlin[22].
Two scenarios have been followed in the experimental
studies. 1) Investigating the parameters of the proposed
system. 2) Comparing the proposed system with well-known
algorithms, namely, Support Vector Machine (SVM),
Decision Tree, K-Nearest Neighborhood (KNN), and MultiLayer Perception (MLP) algorithms. As the experimental
analyses show, the proposed algorithm outperforms its
counterparts in terms of precision, accuracy, and Type II
Error.
The rest of the paper is organized as follows. Section 2
reviews related works. Section 3 describes the proposed
system which contains SMOTED-based algorithm, Memetic
algorithm, and ANFIS system as well. Experimental studies,
which follow two main evolution scenarios is presented in
Section 4, and finally Section 5 draws some conclusion.
2. Related Work
Yu et al. presented an intelligent agent-based fuzzy Group
Decision Making (GDM) model as a multi-criteria decisionmaking tool for assessing credit card risks. They evaluated a

Fig. 1. The architecture of the proposed algorithm
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simple numerical model with three real-world dataset of UK,
German, and Japanese credit cards, which achieved
acceptable results[23]. Johan et al. studied the accuracy of the
ensemble classification methods in identifying risky credit
card customers. They used ensemble classification methods
of Bagging, Boosting, and Random Forest[24].
Onick et al. introduced a new method for feature
selection, calculated efficient features in the standard German
credit card dataset, and used the decision tree classifier to
classify customers. They combined the Consistency Subset
Eval feature selection method with the best first search
method and obtained maximum classification precision of
72.6. In the feature selection phase, 14 features of 20 existing
features were selected [26]. Orski's et al. introduced a new
heuristic algorithm called HGA-NN that combines genetic
algorithm and an artificial neural network. This algorithm
improved the scalability of credit card customer risk
assessment by identifying a subset of the efficient features.
The performance of the proposed classifier is evaluated by
real-world credit data set collected at a bank in Croatia. The
results are very promising[25]. Mohammadi et
al.[26]suggested a method based on artificial neural networks
for classifying credit card data in Germany. They, first,
calculated the optimal number of hidden neurons using the
Mean Squares Error (MSE) and, then, used ROC curve to
determine a suitable cutting point that has a high precision
and a better performance to classify "bad" class.
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3. Proposed System
Figure 1 depicts the architecture of the proposed system
which consists of three main phases of data balancing, feature
selection, and classification. Two methods of no balancing
and SOMTE-based algorithm are presented here for solving
data imbalancing. The PSO, Memetic, and the Information
Gain-based algorithms have been introduced for the feature
selection phase. Finally, the KNN, Decision Tree, MLP, and
SVM algorithms have been introduced for the classification
phase.
In the following, the SOMTE-based algorithm is explained
and, then, Memetic-based and adaptive neuro-fuzzy system,
ANFIS, is expressed.
3.1. Data balancing
The objective of customer credit risk assessment is to predict
bad credit customers. Since the number of bad credit
customers is much less than good ones, the classes are
imbalanced. In order to solve data imbalancing, an algorithm
which is based on SMOTE method produces artificial
instances regarding bad credit customers’ distribution, is
proposed. Hence, the minority class is, firstly, clustered by kmeans algorithm. Then, artificial instances are constructed by
SMOTE algorithm for every cluster. Finally, the
aforementioned steps continue until the number of the
minority class members equals to the number of the majority
class members. Figure 2 shows the SOMTE-based algorithm.
Input: D: Imbalance Dataset , k: the number of clusters
// default value is 2
Output: Balanced Dataset
Function Balancing_algorithm (D, k)
begin
[min]=Minority (D)
[max]=Majority(D)
While size(min) < size(max)
begin
[c1,c2,…,ck]=kmeans(min, k)
For i=1 to k
begin
Min= min + SMOTE (ci)
end
end
end
Fig.2. SOMTE-based algorithm pseudo-code

Where Minority(.) and Majority (.) functions return the
minority and majority class members, respectively. kmeans()
runs kmeans algorithm in order to cluster the minority class
members. SMOTE(.) function is used to construct artificial
instances for every cluster found by kmeans function.
The lack of attention to the distribution of minority class
members is one of essential drawbacks of the SMOTE
method[20]. Therefore, SMOTE method usually makes
classifiers over fit on training data. To overcome this
problem, the distribution of minority class members is, first,
determined by Kmeans clustering algorithm, and, then,
artificial instances for every cluster are produced by SMOTE
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algorithm. Here, the number of clusters is set 2. Although the
SMOTE algorithm utilizes continuous features to generate
artificial instances, hereby, discrete features are dealt with. In
order to adopt SOMTE algorithm for discrete features, one of
the discrete values is randomly selected based on its
frequency in the corresponding cluster.
3.2. Feature Selection
The Memetic algorithm, which is known as an extension of
the genetic algorithm, runs a local search over the population
generated by the genetic algorithm to find the appropriate
solutions[27]. Figure 3 depicts a flowchart of the Memetic
algorithm.
The Genetic algorithm is a population-based metaheuristics approach. It has successfully been applied to
various optimization problems. However, immature
premature convergence is an important feature of the genetic
algorithm that makes this algorithm incapable of searching
multiple solutions of the problem domain. A memetic
algorithm is known as an extension of the genetic algorithm.
It uses a local search technique to reduce the risk of the
immature convergence. Local search leads to an escape from
local optima in the algorithm [30]. Different search
algorithms could be utilized as local search algorithms[28]
[30]. One of the mostly used and efficient algorithms is a
micro-genetic algorithm.
In this paper, a memetic algorithm, which uses a microgenetic algorithm for local search is exploited in order to
determine the sophisticated features. A binary n-dimensional
vector is used as a chromosome where n is the number of
features.
To define a fitness function, a simple classification
algorithm, here KNN, with low execution complexity is
utilized while its precision is used as a fitness value. KNN
does not require a training phase and tries to classify with Knearest neighbors of an input instance. The assumption is that
k is considered to be 3. Moreover, a two-point crossover
operator is used as a crossover operator. The fitness function
is computed by Eq.1.
(1)
𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑐ℎ) = 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛(𝐾𝑁𝑁(3))
Where ch is an input chromosome and Precision (.) function
calculates the precision of the clustering results.

3.3 Classification
Fuzzy logic solutions are based on linguistic uncertain
expressions. Zade[29] founded the fuzzy logic for modeling
complex systems. Fuzzy systems have already had great
success in solving complex problems such as control
problems [30-35]. However, the main problem is the lack of
a systematic process to design fuzzy controllers. Artificial
neural networks can learn a structure from a set of
inputs/outputs. Therefore, many researchers make use of the
Adaptive Nuro-Fuzzy inference system, called ANFIS, which
combines a neural network and a fuzzy inference system to
solve complex problems. ANFIS parameters can be learned
with the help of the artificial neural network.
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Fig.3. A flowchart of the Memetic algorithm

Fig.4. Fuzzy system architecture

3.3.1 Structure of ANFIS
ANFIS is a rule-based system consisting of three conceptual
components. 1) A knowledge based component contains
fuzzy if-then rules.2) A data base component contains

membership functions. 3) An inference component combines
fuzzy rules in order to produce results.
To design an ANFIS system, the first step is to determine
the membership functions of system parameters. The second
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step is to define fuzzy rules, and the third step is to determine
the output characteristics, e.g., the membership function.
Backward Propagation and Hybrid-learning algorithms
are two learning algorithms which are used to determine
membership functions as well as learning fuzzy rules. Figure
4 illustrates the overall structure of a fuzzy system, ANFIS,
which includes a multi-layer feed-forward network system
that uses neural network learning algorithms and a fuzzy
inference to map an input space to an output space. ANFIS
benefits from the capability of learning parameters, building
structure, and classifying instances. The main characteristic
is learning fuzzy rules from numerical data or experts'
knowledge. The most important problem that ANFIS suffers
from is the time consuming learning.
The proposed system utilizes an ANFIS in order to tackle
customer credit risk assessment problem. It uses the
capability of the artificial neural network to learn
membership functions and fuzzy rules. Outputs are also
calculated by reasoning capability of fuzzy logic. The
Hybrid-learning algorithm and subtractive function are used
to determine ANFIS structure (Details of the algorithm and
its mathematical background are given in [32]).
For clarity and simplicity, we assume that a fuzzy
inference system includes x, y inputs, and z output. The two
following fuzzy rules are expressed for first-order Sugeno
Inference.
𝑅𝑢𝑙𝑒1 ∶ 𝐼𝐹𝑥𝑖𝑠𝐴1 and y is 𝐵1 THEN 𝑓1
= 𝑝1 𝑥 + 𝑞1 𝑦 + 𝑟1

(2)

𝑅𝑢𝑙𝑒2 ∶ 𝐼𝐹𝑥𝑖𝑠𝐴2 and y is 𝐵2 THEN 𝑓2
= 𝑝2 𝑥 + 𝑞2 𝑦 + 𝑟2

(3)

Where x,y are crisp inputs to node i, 𝐴𝑖 and 𝐵𝑖 are
linguistic labels (low, medium, high) that are specified by
membership functions and 𝑝𝑖 , 𝑞𝑖 and 𝑟𝑖 are consequence
parameters. An ANFIS system includes five layers that are
described in brief.
Layer 1 (Input layer): In this layer, a membership degree is
computed by a membership function. Every output node,
denoted by𝑂𝑖 𝑙 is calculated by Eq.4 and Eq.5.
𝑂𝑖 1 = µ𝐴 (𝑥)𝑓𝑜𝑟𝑖 = 1,2

(4)

𝑂𝑖 1 = µ𝐵

(5)

𝑖

𝑖−2

(𝑥)𝑓𝑜𝑟𝑖 = 3,4

where µ𝐴 and µ𝐵 are respectively membership functions
𝑖
𝑖
of the fuzzy sets 𝐴𝑖 and 𝐵𝑖 . Various membership functions
including Trapezoidal, Triangular, and Gaussian can be used
to calculate membership degrees. Here, the Generated bellshaped membership function which calculated by Eq.6 is
used.
1
(6)
𝑂𝑖 ′ = µ𝐴 (𝑥) =
𝑖
1 + ((𝑥 − 𝑐𝑖 )/𝑎𝑖 )2𝑏𝑖
Where 𝑂𝑖 ′ ∈ [0,1] are membership functions parameters
which are called premise parameters.
Layer 2 (Rule Layer): In this layer, And/Or operators are
used to compute an output for every rule. This layer output,
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denoted by 𝑂𝑖 2 (Firing Strength), is the multiplication of the
previous layers membership functions which is represented
by Eq.7.
(7)
𝑂𝑖 2 = ω = µ𝐴 (𝑥)µ𝐵 (𝑦)𝑖 = 1,2
𝑖

𝑖

Layer 3 (Average Layer): In this layer, Firing Strength of
each rule is calculated by Eq.8.
(8)
ω
𝑂𝑖 3 = ω𝑖 = 𝑖 𝑖 = 1,2
∑ ω𝑖
Layer 4 (Consequent Layer): This layer uses Eq.9 to
calculate the participation of ith rule to produce output.
(9)
𝑂 4 = ω f = ω (𝑝 𝑥 + 𝑞 𝑦 + 𝑟 ) 𝑖 = 1,2
𝑖

𝑖 𝑖

𝑖

𝑖

𝑖

𝑖

Where {𝑝𝑖 , 𝑞𝑖 , 𝑟𝑖 } are the output parameters of a
Sugenofuzzy system.
Layer 5 (Output Layer): This layer calculates the final output
of the fuzzy system by summing all input signals from
previous layer through Eq8. Hence, the output obtained by
Eq.9 is converted to the precise value.
Table 1. The training parameters of the proposed method
Parameter
Membership Function
AND method
Imp.method
Aggr.method

Value
Gauss-12
Prod
Min
Max

Table 2. Inputs, variance and mean of membership functions of
each input
Input
Range
Gauss (µ,σ)
over-draft (O_D)
]1...4[
[0.62, 2.0]
credit usage (C_U)
]4...96[
[12.6, 42.6]
credit-history (C_H)
]1...5[
[0.81, 2.2]
Purpose (P)
]1...10[
[1.6, 3.6]
Credit amount (C_A)
]1...5[
[0.58, 2.1]
Average credit balance (A_B)
]1...5[
]1.2, 2.5[
Employment (E_S)
]1...6[
]0.98, 3.2[
Installment rate (I_I)
]1...3[
]0.28, 1.1[
Personal status (P_S)
]1...6[
[0.99, 2.9]
Other debtors / guarantors (O_G)
]1...3[
[0.50, 1.2]
Residence since (R_S)
]1...3[
[0.64, 1.4]
Property (PR)
]1...5[
[0.51, 1.3]
Age (A)
]1...2[
[0.28, 1.0]
Other payment plans (O_P_P)
]1...2[
[0.52, 1.5]
Housing (H)
]1...2[
[0.03, 1.5]

The artificial neural network is trained by Hybrid-learning
algorithm which is a combination of gradient descent and the
least Squares methods. The gradient descent method is used
to learn nonlinear parameters (𝑎𝑖 , 𝑏𝑖, 𝑐𝑖 ) and the least squares
method is employed to learn the linear output parameters
(𝑝𝑖 , 𝑞𝑖 , 𝑟𝑖 ).The antecedent parameters such as membership
functions parameters are used to build fuzzy rules. Since the
input variables must be partitioned in multiple clusters, the
structure of the input layers should be carefully determined.
Therefore, the subtractive fuzzy clustering function is used to
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construct fuzzy rules. Table 1 reports the initial values of
training parameters.
The proposed method has 15 inputs. Table 2 reports the
variance and the mean of their membership functions.
4. Experimental Studies
Three methods based on Memetic, PSO, and Info-gain
algorithms are explored to determine sophisticated features
which reported by Table 3. Moreover, five classifiers of MLP,
K-Nearest Neighborhood (KNN), Decision Tree, and Support
Vector Machine (SVM) are exploited to classify good and
bad credit customers.
Three evaluation criteria, namely, accuracy, precision,
and Type II error are used to evaluate the proposed system
and compare the results with other well-known systems. Type
II error calculates the rate of the good credit customers who
have been classified incorrectly in the bad credit customers.
Type II error is computed by Eq.10.
𝐹𝑁
(10)
𝑇𝑦𝑝𝑒𝛪𝛪𝑒𝑟𝑟𝑜𝑟 =
𝐹𝑁 + 𝑇𝑃

4.1. Dataset
The standard German credit card dataset, which includes
information from 1000 credit cards is utilized. This dataset is
related to a bank in Germany and it is collected and adjusted
by the University of Berlin. It contains imbalance data about
customers and their behaviors, which entails 21 features.
Every customer is labeled as "good" or "bad," which
represents good or bad credit customers. The good credit
customer class includes 700 instances and bad credit
customer class contains 300 samples. In the preprocessing
phase, artificial instances for minority class are constructed
by the proposed algorithm (Section 3.1) and the sophisticated
features are selected by the proposed algorithm (Section 3.2).
Table 3 reports the list of features, their type, and description.
4.2. Configuration
A 10-fold cross validation is used to evaluate the proposed
method. Tables 4 and 5 show the parameters of Memetic and
SMOTE algorithms, respectively. Algorithms are
implemented on MATLAB with a Core i5 CPU and 8 GB
main memory.

Table 3. Features
Features
Over_draft (S_C)
Credit Usage (D_M)
Credit history (C_H)
Purpose (P)
Credit amount (C_A)
Average credit balance (A_B)
Employment (E_S)
Installment rate in percentage of
Disposable income (I_I)
Personal status and sex (P_S, S_E)
Other debtors / guarantors (O_G)
Residence since (R_S)
Property (PR)
Age (A)
Other Payment plans (O_P_P)
Housing (H)
No. existing credits (E_C)
Job (J)
No. dependents (N_D)
Telephone (T)
foreign worker (F_W)

Qualitative/
Quantitative
Qualitative
Quantitative
Qualitative
Qualitative
Quantitative
Qualitative
Qualitative
Quantitative
Qualitative
Qualitative
Quantitative
Qualitative
Quantitative
Qualitative
Qualitative
Quantitative
Qualitative
Quantitative
Qualitative
Qualitative

Description
Status of existing checking account
Duration in month
Credit history
--Credit amount
Savings account/bonds
Present employment since
Installment rate in percentage of disposable
income
Personal status and sex
Other debtors / guarantors
Present residence since
Property
Age in years
Other installment plans
Housing
Number of existing credits at this bank
-Number of people being liable to provide
maintenance for
-foreign worker
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Table4. Setup parameters of the memetic algorithm

Parameters
Initial population
No. of iterations
Crossover
Crossover rate
Mutation rate

Values
50
20
Two point
0.8
0.02

Table5. Setup parameters of SMOTE
Parameter
Value
Rate
3
Number of neighbors
5
Table 6. Results of different methods of classification of credit card dataset in Germany

72.3

Precision
(Good)
78.9

Precision
(Bad)
54

Null+Null+DT

70.7

76.3

51.5

61

Null+Null+SVM
Null+Null+KNN
MLP[2]
DT[2]
SVM[2]
SMOTE+PSO
+MLP[36]
SMOTE+PSO+DT[36]
SMOTE+PSO
+SVM[36]
SMOTE+PSO+KNN[36]
Null+Info_Gain+MLP
Null+Info_Gain+DT
Null+Info_Gain+SVM
Null+Info_Gain+KNN
MLPNN [26]
SMOTE+MA+MLP
SMOTE+MA +DT
SMOTE+MA+SVM
SMOTE+MA+KNN

68.7
69.4
70.17
74.37
75.57

69.6
76.5
77.9
78
78.6

0
48.8
50.4
60.6
63.7

100
58.3
53
58
56.6

70.8

71.3

70.8

30.4

72.2

72.8

71.8

26.7

56.6

60.2

54.9

27.8

66.2
74.6
72.9
68.5
70.9
79
70.8
71.35
72.5
73.72

69.4
80
78.4
69.5
77
85
70
69.8
72.9
71.9

67.6
58.8
55.9
0
52
64
71.6
73.2
72.3
75.9

37.7
44.5
55.6
100
57.3
33
30
29.5
25.1
30

SMOTE+MA+ANFIZ

78.10

78.65

76.91

24.3

Methods

Accuracy

Null+Null+MLP

4.3 Comparison of the proposed method with other
methods
Table 6 reports the results of the evaluation and comparison
of different methods. Here, the name of each method
consisting of the three parts of data balancing method, feature
selection method, and classification method. For example,
SMOTE + MA + NF uses SMOTE algorithm to data
balancing, Memetic algorithm to select the features, and
ANFIS to classify. Moreover, DT, MLP, and KNN are
Decision Tree, Multi-Layer Perception, and k-Nearest
Neighborhood, respectively. MA, PSO, and Info_Gain,
respectively, are Memetic Algorithm, Particle Swarm
Optimization, and Information-Gain algorithm for feature
selections.
As it can be seen in Table 6, four methods of
Null+Null+MLP,Null+Null+DT, Null+Null+SVM, and

Type II Error
47.6

Null+Null+KNN that do not use the balancing and feature
selection algorithms have very disappointing results. The
greatest accuracy (72.7%), type II error (47.6%), and bad
class precision (54%) are obtained by Null+Null+MLP.
In Null+Info _ Gain+MLP, Null+Info _ Gain+DT,
Null+Info_Gain+SVM, and Null+Null+MLP methods, the
Information gain method is used to select the sophisticated
features without data balancing. Fifteen sophisticated features
are selected for classification in four methods. Null+Info _
Gain+MLP gained the greatest accuracy (74.6%), bad class
precision (58.8%), and type II error (44.5%). MLP neural
network is used to classify. As reported by Table 6, Null+
Info _ Gain+MLP outperforms Null + Null+MLP in terms of
accuracy (+ 2.3%), bad class precision (+2.2%), and type II
error (+ 8%).
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Three classifiers of SVM, MLP, and Decision Tree are
used as classifiers [2]. The greatest accuracy (75.17%), type
II error (74.13%), and bad class precision (56.6%) are
obtained by SVM. In [33], accuracy and type II error are
improved. The Decision Tree classifier obtained the greatest
accuracy (72.7%), bad class precision (71.80%), and type II
error (26.7%). As feature selection was done by PSO in this
method, The Decision Tree dealt with less and more efficient
features. Therefore, the model complexity has been reduced
and the result has improved. Neural network was used in [28].
It had the greatest accuracy (79%) and good class precision
(85%) in comparison to other algorithms.
In the proposed system, the algorithm introduced in
Section 3.1 is used for data balancing and Memetic algorithm
is used to select sophisticated features. This method is
implemented with five different classifiers. The best results
are obtained by to SMOTE + MA + ANFIS method in terms
of accuracy (78.1%), precision (76.91%), and type II error
(24.5%). The SMOTE + MA + ANFIS outperforms SMOTE
+ MA + SVM in terms of accuracy (+ 4.56%), precision (+
4.61%), and Type II error (+ 0.8%). As reported by Table 6,
the proposed method of SMOTE + MA + ANFIS outperforms
[18] in terms of accuracy (- 0.9%), good class precision
(+1%), bad class precision (+ 12.91%), and type II error (+
8.7%). Moreover, the proposed SMOTE + MA + ANFIS
method is better than [16] in terms of accuracy (+ 5.9%), good
class precision (+ 5.85%), bad class precision (+ 5.11%), and
Type II error (+ 2.5%).

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

Table 7. Comparison of the feature selection
algorithms
Features
Feature Selection Algorithms
MA
PSO
Info
Gain
Over-Draft (O_D)
●
●
●
Credit Usage (C_U)
●
●
●
Credit-History (C_H)
●
●
●
Purpose (P)
●
●
●
Credit amount (C_A)
●
●
Average credit Balance
●
●
●
(A_B)
Employment (E_S)
●
●
●
Installment rate (I_I)
●
Personal status (P_S)
●
●
Other
debtors
/
●
●
●
guarantors (O_G)
Residence since (R_S)
●
●
Property (PR)
●
●
Age (A)
●
●
●
Other payment plans
●
(O_P_P)
Housing (H)
●
●
●
Existing Credits (E_C)
●
Job (J)
●
●
No. Dependents (E_C)
●
Telephone (T)
●
●
Foreign Worker (F_W)
●
●

Table 7 reports features selected by Info_Gain, PSO and
MA. “Property magnitude”, “Other payment plans”, “Job”,
and “Number of dependents” were not selected as the
sophisticated features.

The noticeable point is that the "Job" feature is not
selected, while the two other methods have chosen this
feature as an effective feature. Moreover, the "Residence
since" feature is selected by MA, but it is not selected by other
methods. Figure 5 illustrates the comparison results of the
proposed system with other methods in terms of training time
complexity.

Fig..5. Comparison of different methods in terms of the
training time.
Training methods of SMOTE + MA + SVM,
SOMTE+Info_Gain+SVM and SMOTE + MA + ANFIS
spend 1.0, 0.67, and 0.9 seconds, respectively. Therefore, the
method SMOTE + MA + ANFIS has provided better quality
results and is faster than others in terms of the training time
except SOMTE + Info_Gain + SVM.
5. Conclusion
Customer credit risk assessment problem is a binary
classification problem. We propose an adaptive neuro-fuzzy
network system using MEMETIC algorithm for feature
selection and SMOTE-based algorithm for data balancing.
Experimental results which are conducted on the standard
German credit card dataset indicate the superiority of the
proposed system compared to the well-known systems in
terms of accuracy, precision, type II errors, and training time
complexity.
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PLI-X: Temporal Association Rules Mining in Customer
Relationship Management Systems
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Abstract. The temporal association rules mining has recently
become an important technology in the field of the Customer
Relationship Management (CRM), which can be useful for
improving the customer enterprise relationship. Also, the
dynamic nature of the CRM systems is made necessity of
using efficient and rapid algorithms in order to extract valid
patterns in this field. Hence, this paper proposes an efficient
algorithm of incremental mining for temporal association
rules in CRM entitled PLI-X. The four significant features
that are considered for this algorithm are:(1) generating valid
temporal association rules after adding the new transactions
to the database, (2) performing algorithm on the whole
temporal database instead of a small section of it, (3)
performing the temporal transactional databases of the nonnumeric, and (4) quickly generating the temporal association
rules and reducing the run time by partitioning the candidate
itemsets based on the previous partitions and scanning
database when scan is necessary. Experimental result is the
valid proof for the correctnessof this assertion. It seems that
the PLI-X algorithm can be used as a strong tool in order to
extract valid patterns and discover useful temporal
association rules in the field of CRM.
Keywords. Temporal Database, CRM, Incremental Mining,
Pre-large Itemsets.
1. Introduction
In the last decade, the advent of various high-level
technologies has brought forth difficulty in reducing the price
of most products. In addition, the growing trend of the
universal economy causes more challenging contests in the
market. In such challenging situations, the concentration of
enterprises is on the customers. In any enterprise, all the
customers have not the same value. Thus, it is impossible to
assign the same resources to each customer due to limitations
in resources. These features indicate the necessity of
customer value analysis in the CRM [1]. Enhancement of
customer-enterprise relationship, offering strategies for the
development of new customers, and the maintenance of loyal
customers are some of the duties of CRM [2]. Customer value
analysis and capability improvement of customer
preservation of an enterprise are the main goals of CRM.
Consequently, the CRM is effective in decision-making about
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which customers are more important, which group of
customers should be intrinsically considered, and which
services are required for each customer group [3].
The data mining is responsible for knowledge discovery,
rules , and hidden patterns from the stored data in the
computer [4]. The extracted information could be used to
predict the precise and correct behavior of the customers.
Generally, data mining analyzes an extensive amount of
unstructured data in order to discover the relationships for a
better understanding of fundamental processes. The temporal
data mining (TDM) does a similar analysis for an ordered data
stream with temporal dependencies [5]. TDM is one step of
the knowledge discovery process that extracts available
structures such as temporal patterns or models from the data.
In other words, algorithms that generate temporal patterns or
create appropriate models are termed as temporal data mining
algorithm [6]. In fact, the ultimate purpose of TDM is to
discover hidden relationships between sequences and subsequences of events [7, 8]. So far, various methods have been
presented in the field of data analysis [9-12] and its mining
[13-17]. But, the volume of the performed studies is few in
terms of developing a temporal mining-based structure in
CRM systems and this lack can pose a challenging problem
in CRM systems. On the other side, most of the available
methods are incapable of correcting the analysis of dynamic
temporal data and there is no effective method that resolves
all the required aspects of CRM systems. Consequently, the
main purpose of this study is to suggest a method based on
the incremental mining of temporal data. In fact, it seems that
the proposed method can be capable for the correct analysis
of dynamic temporal data and enhances CRM system
performance.
The paper is structured as follows: this research starts
with Section 2 that gives a brief review of the topic
background. Then, it expresses incremental mining of
temporal association rules by “pre-largeˮ itemsets at a
glance in Section 3. In Section 4, the proposed method is
presented and thoroughly described. The experimental results
are discussed in Section 5. Finally, conclusions of research
work are remarked in Section 6 and future research is
presented in this section.
2. Review of the Related Literature
Association Rules Mining (ARM) has two components of
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finding frequent itemsets and generating association rules.
The major part of the algorithms is considered to discover
frequent itemsets, which is highly time consuming while
generating association rules is straightforward [13].
Besides, conventional algorithms of association rules
mining shows that there are other enhanced algorithms that
having incremental, multi-level rule, multi-dimensional rule,
Temporal Association Rule Mining (TARM), and so on [1823].
Temporal Data Mining (TDM) is a fairly modern branch
which can be considered as the common interface of various
fields, namely statistics, temporal pattern recognition,
temporal databases, optimization, visualization, and highlevel and parallel computations. TDM is different from
traditional modeling techniques of a data stream in the size
and nature of data set and the method of data-series gathering.
The reason for this difference can pose two important points:
the first point, the incapability of traditional modeling
techniques in handling large data sets, while the size of the
data set is large in TDM [5]; the second point, difference in
type of knowledge discovered by TDM and techniques of
data-series analysis. In the other word, the main problem is
pattern discovery form the sequential data in TDM [24].
TARM is recently taken into account as a method for
dynamic data processing such as transactional databases in
CRM systems. An interesting extension to association rules
is to include a temporal dimension. Actually, different
association rules is discovered if different time intervals are
considered. The lifetime of an item (such as egg, coffee, tea )
is a time interval that originates from the occurrence of that
item in the database and continues as long as its presence [22].
In other words, it is the time interval that an item is accessible
for purchasing.
So far, different techniques have been presented for TARM
in various applied fields and science the review of which
indicates the dynamic growth of this research scope and
various approach in this field [1, 3, 4, 14, 16]. On the other
hand, literature indicates that most of TARM algorithms are
based on dividing the temporal transaction database into
several partitions according to the time granularity imposed,
and then mining temporal association rules by finding
frequent temporal itemsets within these partitions [25].
Also, most of the previous algorithms cannot effectively be
applied in the temporal databases because of two important
parameters i.e. confidence and support coefficients which
should be modified based on the new mining model [26].
In this section, more related recent articles are reviewed for
the better comprehension which are coherently classified in
Fig. 1.
2.1 Candidate generation category
In this category of algorithms such as the Apriori algorithm,
the algorithm needs to scan the database repeatedly [16]. The
general act of the search process performed is briefly stated
level to level as it follows:
I.
Let k=1
II.
Generate frequent itemsets of length 1.
III.
Repeat until no new frequent itemsets are identified
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Generate length (k+1) candidate itemsets from
length k frequent itemsets.
 Prune candidate itemsets containing subsets of
length k that are infrequent.
 Count the support of each candidate by scanning
the database.
 Eliminate candidates that are infrequent leaving
only those that are frequent.
Some of the algorithms of this category are covered in the
following:
Sornalakshmi et al. in [12] reported that Apriori algorithm
generates a large amount of rules and does not guarantee the
efficiency and value of the knowledge created. Hence, they
have proposed an Enhanced Apriori Algorithm (EAA) based
on the knowledge of a context ontology methodology for
sequential minimal optimization in order to overcome the
weakness of the standard Apriori algorithm. Authores have
said that the EAA to generate frequent k-itemsetsfinds finds
the frequent itemsets directly and eliminates the infrequent
subsets based on the standard Apriori algorithm.
Wang and Zheng is [16] proposed an improved Apriori
algorithm of frequent itemset that gives the time constraints
interval and uses the time interval algebra to filter and mine
the data in the transaction data. The authors have said that our
algorithm can be an effective method to reduce the
transaction is given. For this purpose, their method reduces
the number of candidate sets and improves the efficiency of
the Apriori algorithm, but it also needs to scan the database
repeatedly.
Kadir et al. [28] believed that most of the used systems to
extract the existing temporal relation among temporal data
suffers from sparseness of the available dataset such as
market basket datasets. They have used Apriori algortihm to
extract temporal relations in such data, which include two
main steps: (1) extracting features from the dataset and (2)
vectorizing the features so that Apriori algorithm can be
applied on the data. In the end, the Apriori algorithm is used
to generate frequent itemsets.
Maragatham and Lakshmi in [29] proposed an efficient
algorithm, which mined temporal association rules based on
Utility or value, namely UTARM. Authors have said that the
UTARM algorithm combines both temporal (time periods)
and utility for the mining of remarkable and helpful
association rules. Actually, the different utility values are
given for the items based on the time periods in the UTARM
algorithm in a seprate table for each partition. This algorithm
can be decomposed into seven steps: (1) generate all possible
candidate 2-itemsets from partition P1 , (2) mining of FTU 2itemsets (P1), (3) generate candidate 2-itemsets from
partition P2 and mining of FTU 2-itemsets (P1+P2 ), (4)
mining of FTU 2-itemsets (P1+P 2+...+ Pn ), (5) generate all
FTU 1-itemsets from FTU 2-itemsets, (6) mining of all FTU
k-itemsets, and (7) generate association rules using FTU
itemsets.
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Hong et al. in [30] presented the TPPF algorithm (three-phase
algorithm with predicting strategy considering the first
occurring transactions of items). They have introduced a new
concept of temporal association rule mining with a hierarchy
of time granules to find hierarchical temporal association
rules in temporal databases, and they also presented an
effective approach to find such rules. In particular, an
effective strategy is designed to predict the upper-bound of
support values for itemsets. The strategy can be used to
remove unpromising itemsets at an early stage in the process,
and the proposed TPPF can effectively reduce the
computational cost of scanning a temporal database.

Fig 1. An overview of more related works for TARM
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.2 Without candidate generation category
This category of algorithms such as the FP-growth tree
algorithm applies a radically different approach to discover
frequent itemsets. The algorithm does not subscribe to the
generate-and-test paradigm of the Apriori. Literature shows
that the general act of this category is considered to encode
the data set using a compact data structure called an FP-tree
and extracts frequent itemsets directly from this structure
[31]. This category reduces infrequent items and is also much
faster than Apriori algorithm. We have reviewed some of the
algorithms of this category as follows:
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Rachburee et al. in [15] used apriori algorithm and FP-growth
to discover association rules mining from maintenance
transaction log of ATM maintenance. They have tried to
focus on comparison of association rules between FP-growth
and apriori algorithm. In the end, they have concluded that
FP-growth has better execution time than apriori algorithm.
Ilham et al. in [32] performed the market basket analysis to
determine the layout and planning of goods availability by the
FP-growth algorithm. Also, they have proved the successful
application of the FP-growth algorithm in generating
informative association rules and found out the consumer
spending pattern. They have reported that experimental
results show that the FP-growth algorithm can analyze
quickly and efficiently informing consumer shopping pattern
and can increase revenue.
Hasan and Mishu in [33] believed that there exists a problem
to define minimum support and to mine frequent itemsets on
Apriori and FP-growth algorithm. If the threshold is set to
low, too many frequent itemsets will be generated which may
cause the Apriori and FP-growth algorithm to become
inefficient or even loss of memory. Hence, authores have
proposed an adaptive method based on Apriori and FPgrowth algorithm to avoid this problem by using Binomial
Distribution (BD) to find appropriate minimum support
adaptively. They have shown that their method performs
better than existing benchmark.
Hong et al. in [34] designed a tree structure from the frequentpattern tree, then, presented a mining algorithm based on it to
extract high temporal fuzzy utility patterns from temporal
transactional datasets. They have said that the proposed
method requires two-phase processing to find all high
temporal fuzzy utility itemsets and to provide better results
than the Apriori-based mining algorithm.
Sathyavani and Sharmila in [35] presented that the mining of
UP-Tree (utility pattern) by FP-growth extracts high utility
itemset and generates too many candidates. Hence, authors
have proposed using the UP-Growth and UP-Growth+ to
shorten the candidate itemsets. In UP-Growth, two tactics
such as Discarding Local Unpromising items (DLU) and
Decreasing Local Node (DLN) were used in FP-growth to
effectively reduce the memory usage. Authors have reported
that these algorithms can overcome the spatial and temporal
locality problem and effectively reduce memory usage.
2.3 Incremental category
Temporal transactional databases are continuously updated
and increased. Thus, the rules that have previously been
generated need to be updated, removing those rules that are
no longer relevant, and adding valid new rules [36]. Hence,
incremental mining concept is presented to mine temporal
association rules, which can help to solve this problem. Some
of the studied incremental algorithms are briefly stated as it
follows:
Gharib et al. [37] proposed ITARM (incremental association
rules mining) algorithm for updating temporal association
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rules in the transaction database. Authors have believed that
the proposed ITARM algorithm reduces the time needed for
generating new candidates by storing candidate 2-itemsets. In
fact, they have presented a technique to update the previously
generated candidates instead of re-generating them from
scratch. Also, they have reported that the experiments results
show a significant improvement over the traditional approach
ofmining the whole updated database.
Huang et al. [38] presented Twain algorithm that
progressively calculates the number of the occurrence of twoitem candidates in each partition of the database. The Twain
algorithm uses a progressive filtering method for the
elimination of non-iterative two-item candidates. Authors
have believed that the Twain algorithm generates the iterative
two-item candidates after one scan of database and, then,
directly creates the k-item candidates from the iterative twoitem candidates. Also, the second scan of database gives the
number of occurrence of the last item-sets and generates the
iterative temporal item-sets.
Kumar and Paulraj in [39] presented a pattern mining
algorithm based on incremental utility to identify the optimal
patterns in a relational database. Authors have considered that
frequent patterns are selected based on the minimum support
and confidence where the next level pattern are generated
based on the frequency of patterns in the selected set, which
are measured iteratively. Also, they have reported that this
algorithm improves to access the scalability and efficiency of
transactional processing itemset to improve the knowledge
enhances itemsets by identifying the process.
Hui et al. [40] presented an efficient algorithm, namely
Inc_TPMiner (Incremental Temporal Pattern Miner) to mine
incremental of temporal patterns from interval-based data.
Authors have believed that the proposed algortihm can be
useful to balance the efficiency and reusability based on a
proper expression, dynamic representation.They have
reported that the experimental results on the tested databases
indicate that Inc_TPMiner significantly outperforms remining with static algorithms in execution time and possesses
graceful scalability.
Sun et al. in [41] proposed a incremental mining algorithm
for frequent itemsets using a Full Compression Frequent
Pattern Tree (FCFP-Tree), which is named FCFPIM. Authors
have said that FP-tree and the FCFP-Tree structures maintain
complete information of all the frequent and infrequent items
in the original dataset. But the act of FCFPIM algorithm is
differing as it does not allows to waste any scan and
computational overhead for the previously processed original
dataset when the new datasets are added and the support
changes. They have reported that the experimental results
show that the space-consuming is worthwhile to win the gain
of execution efficiency, especially in the situation that the
support threshold is low.
2.4 Evolutionary Computation Category
In the past few years, ARM techniques based on Evolutionary
Computation (EC) have emerged as one of the most popular
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research areas for addressing the high computation time of
traditional ARM [21]. In the last years, application of the EC
algorithms have appeared in TARM problems to address the
limitations of traditional approaches such as high
computation time in different applied domains. The EC
algorithms are a state-of-the-art and efficient strategy for
finding nearoptimal solutions. A key characteristic of these
algorithms is that strict termination conditions can be set to
limit computation time while a nearly optimal solution can be
obtained [46].
We tried to cover some works in which evolutionary
computation is placed as it follows:
Chamazi and Motameni in [11] proposed combination of
fuzzy temporal mining concepts and EC algorithms to
identify temporal frequent itemsets. In fact, authors have
designed an efficient fuzzy temporal-evolutionary mining
based on the bees algorithm. This approach finds suitable
membership functions for fuzzy temporal mining problems
by the bees algorithm before searching for temporal frequent
itemsets and fuzzy associations. The authors have reported
the proposed approach provided for good performance with
respect to the effectiveness of the obtained solution.
Matthews et al. (2010) [42] presented a new framework in
which genetic algorithm is introduced as an impact factor for
temporal association rules mining. Authors have asserted that
their framework is an enhancement to existing temporal
association rule mining methods as it employs a genetic
algorithm to simultaneously search the rule space and
temporal space.
Maragatham and Lakshmi in [43] presented an effective
method based on the Utility for temporal association rule
mining. Authors have proposed that the Particle Swam
Optimization algorithm is used to optimize the generated
rules by filtering out the redundant rules and, thereby,
reducing the problem space. They have considered
calculation of the support and confidence from the input data,
the rule generation, initialization , updation of the velocity,
position of the rules, and evaluation of fitness function as
main processes.
Wen et al. in [44] proposed temporal association rules mining
algorithm based on Genetic algorithm that is designed to
extract temporal association rules in traffic environments.
The rules are analysed by a classification mechanism so that
a classifier can be built to predict the traffic congestion level.
They have reported that experimental results demonstrate
high and reasonable accuracy of output.
Matthews and Gongora in [45] presented a novel method for
mining association rules that are both quantitative and
temporal using a multi-objective evolutionary algorithm.
Authors have reported that their method successfully
identifies numerous temporal association rules that occur
more frequently in areas of a dataset with specific quantitative
values represented with fuzzy sets. Also, they have said that
the novelty of this method lies in exploring the composition
of quantitative and temporal fuzzy association rules.
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As a result, it can be said that the common approach in
many of the previous algorithms is to scan throughout the
transactional database; whereas, this paper proposes a novel
algorithm of incremental mining for temporal frequent
itemset that prevents the complete scan of the database in
each stage. For this purpose, the algorithm performs the scan
act only when it is necessary. In many previous techniques,
association rules mining has been performed on a part of the
transactional database in a certain time. On the other hand,
users of dynamic systems damand methods that discover
customer's behavior patterns which provides the minimum
time possible. In that case, current methods could not respond
completely to the users’ needs due to the various scans of the
database for discovering association rules. Also, reviewing
the literature, it is concluded that the research effort is few in
the field of temporal association rule mining in dynamic
transactional systems.
3. Incremental Mining of Temporal Association Rules by
Pre-Large Items
This section is organized to define and introduce basic
concepts of the proposed algorithm into two parts:
preliminary concepts and association rules maintenance.
3.1 Preliminary Concepts
This paper employs the concepts of temporal granularity for
database partitioning. Temporal granularity is a partition of
the timeline. In the context of databases, a temporal
granularity can be used to specify the temporal qualification
of a set of data, similar to its use in the temporal qualification
of statements in natural languages. For example, in a
relational database, the time stamp associated with an
attribute value or a tuple may be interpreted as associating
that data with one or more granules of a given temporal
granularity (e.g., one or more days) [47, 48]. In a temporal
database, each tuple has two attributes, start and end, which
can indicate the time period during which the information
recorded in the tuple is valid. A tuple might also have many
other attributes. A transaction originl database, DB = {T1, T2,
…, TC} is a set of transactions where each transaction Td (
1  d  c ) has a unique identifier, called Tid. Given a finite
set of items I={i1, i2, ..,im}. Assume that n is the number of the
database partitions based on a temporal partitioning
parameter such as month, season, year, and etc. Also, db s,e
denotes a partition of original database that is originated from
partition ps and ends in partition Pe , such that

db

s ,e



 p . Where db
h s ,e h

s ,e

 DB

and

ph

denotes the number of transactions in partition ph. An itemset
X is a set of distinct k items {i1, i2, …, ik}, where
i j  I ,1  j  k , k is the size of itemset X [43]. The interval
(s,e) represents maximal lifetime or Maximal Common
exhibition Period (MCP). A maximal temporal itemset X s,e is
defined as follows [28]:
Definition 1: An itemset X s,e is called a maximal temporal
itemset in a partial database db s,e if s is the latest starting
partition number of all items belonging to X in database DB
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and e is the partition number of the last partition in db s,e
retrieved.
A temporal itemset z s,e is called a temporal Sub-Itemset
(SI) of a maximal temporal itemset X s,e if z  X [28]. As an
example, consider the maximal temporal itemstes BDE 2, 3
that contains the sub-itemsets {DE 2,3, BE 2,3, BD 2,3, E 2,3, D
2,3
, B 2,3}. Let MCP (X) denote the MCP value of item X. The
MCP value of an itemset X is the shortest MCP among the
items in itemset X.
The fraction of transaction T supporting an itemset X with
respect to partial database db s,e is called the support of X s,e
which is given by the following equation [25]:



supp x

MCP  x 
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MCP  x 

db
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The support of an itemset X is an indication of how
frequently that X appears in database DB. The support value
of X with respect to T is defined as the proportion of itemsets
in a database containing X, denoted as supp (X) [43]. The
MCP XY 
support and confidence of a rule  X  Y 
are
defined as follows [28, 43]:
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Definition 2: An association rule X Y
is
called a general temporal association rule in the transaction
set DB with [37]:
MCP (XY )
(4)
conf ((X Y )
) c

SUPP ((X Y )

MCP (XY )

)s

less than the upper support threshold and its confidence
coefficient is not less than the minimal user-defined
confidence coefficient [49].
Generally, the temporal association rules discovery can be
resolved into three steps [22, 49]:
1) Generate all frequent maximal temporal itemsets (TIs) with
their support values.
2) Generate the support values of all corresponding temporal
subitemsets (SIs) of frequent TIs.
3) Generate all temporal association rules that satisfy min
confusing the frequent TIs and/or SIs.
3.2 Association Rules Maintenance
This section shows the method of association rules
maintenance after updating temporal data in a CRM system.
The proposed method uses pre-large item-sets concept that is
not initially large but is expected to convert into a large set in
the future. The pre-large item-sets work like a buffer aiming
to reduce the number of direct item transfers from large to
small item-sets and vice versa. Pre-large item-sets are defined
using a lower support threshold and an upper support
threshold to reduce the need for rescanning the original
databases and to save the maintenance costs. Pre-large
itemsets act like gaps that reduce the movements of itemsets
directly from large to small and vice-versa [50]. The upper
support threshold is the support coefficient that is applied in
usual algorithms of association rules mining. An item locates
in the large item-sets when its support coefficient is more than
the upper support threshold. On the other side, the lower
support threshold is a minimal support that isolates the small
and pre-large item-sets. An item with smaller support than the
lower support threshold is considered as a small item. The
items with support between the lower and upper support
thresholds locate in the pre-large item-sets. Adding a new
transaction into the original database could result in nine
different states [51] that are shown in Fig 2.

New
transactions

(5)
Large
itemsets

(X Y )

MCP (XY )

 db

MCP (XY )

(6)

In which transaction itemsets X and Y have relative
support and confidence greater than the corresponding
thresholds. Thus, we have the following definition to identify
the frequent general temporal association rules.
Definition 3: A general temporal association rule

X

Y

MCP  XY  is termed to be frequent if and only if:

SUPP ((X Y )

MCP (XY )

conf ((X Y )

)  min_ SUPP

MCP (XY )

)  min_ conf

(7)
(8)

Actually, temporal association rule with particular MCP is
known as frequent if and only if its support coefficient is not

Original
database

Large
itemsets
Pre-large
itemsets
Small
itemsets

Pre-large Small
itemsets itemsets

Case 1

Case 2

Case 3

Case 4

Case 5

Case 6

Case 7

Case 8

Case 9

Fig 2. The probable states after addition of a new transaction into
the original database [51]

Also, Table 1 summarizes the nine mentioned cases with
their results. According to the average number of occurrences
in cases 1, 5, 6, 8 and 9, these cases could not alter the final
discovered rules. Cases 2, and 3 could change the existing
association rules and remove the validity of some rules while
cases 4 and 7 could add some new association rules to the old
rules. If all locating items within the large and pre-large itemsets and the count of their occurrence are preserved after the
execution of each stage, then the cases 2, 3 , and 4 are simply
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managed. In the maintenance stage, the new transactions are
usually very small in comparison with the old transactions. In
this situation, the items in case 7 could not be located in the
large item-set in the updated database.
For the proposed algorithm, all symbols used in the
proposed algorithm are shown in Table 2.

35

of temporal frequent itemsets in dynamic systems, which are
clarified as follows:
Reviewing the literature, it is concluded that most the
previous resources in the field of incremental mining of
temporal data in dynamic systems require a complete
scanning of the whole updated database in the situation that
new transactions are added to the original database [26, 28].
But, the scanning process performs in a the different way by
PLI-X algorithm, which leads to a reduction in run-time
because of scan number reduction. The proposed algorithm
explores the whole database in particular conditions. For this
propose, a safe threshold is presented to consider the newly
added transactions. The appropriate definition of this
threshold can lead to reducing scanning updated database.
Thus, PLI-X algorithm performs the scan of the updated
database due to the safe threshold after inserting several new
transactions only when database scan is necessary. This
schema not only preserves the previous frequent itemsets
after updating the temporal database but also enhances the
efficiency of incremental mining algorithm and saves the
execution time of the proposed algorithm.

4. The Proposed Method
In this section, we would like to present an efficient algorithm
for incremental mining of temporal association rules on
temporal customers database in a CRM system, which is
called PLI-X. General schema of PLI-X algorithm is shown
in Fig. 3. This algorithm is also applicable to situation that the
new transactions are inserted in the database. The PLI-X
algorithm uses the concept of pre-large itemsets and
generates the dominant rules in a dynamic space on the basis
of the Fast Update algorithm (FUP). This algorithm generates
up-to-date and valid rules that are beneficial factors for
enterprises in a short period. In fact, the main goal of the PLIX algorithm is keeping the repeated temporal patterns after
updating temporal transactions of database.
There is a significant difference among PLI-X algorithm
and other previous works concerning the incremental mining

Table 1. Summary of the results of the mentioned cases
Cases: Original – New
Case 1: Large – Large
Case 2: Large - Pre-large
Case 3: Large - Small
Case 4: Pre-large - Large
Case 5: Pre-large - Pre-large
Case 6: Pre-large - Small
Case 7: Small - Large
Case 8: Small - Pre-large
Case 9: Small - Small

Results
Always large
Large or pre-large
Large or pre-large or small
Pre-large or large
Always pre-large
Pre-large or small
Pre-large or small when the number of transactions is small
Small or Pre-large
Always small

Table 2: sympols description of the proposed algorithm
#

Symbol

Definition

#

1
2

DB
Tid

transaction originl database
a transaction with id identifier

12
13

SIs
Tdbi

temporal subitemsets
the added transactions to database without any changes

3
4

I
ps and
pe

14
15

dbi
Merged
db

the part of incremental database
the sum of the added transactions and transactions in the
last partition of the original database.

5

db s,e

a partition of DB that is originated from
partition ps to partition Pe
the number of transactions in partition ph

16

Ts (Tdbi)

the time stamp of new transactions

17

Ts (DBj)

itemset

18

DBj

19

TDBj

the time stamp of transactions in the last partition of the
original database
the part of the original database which inlcudes
transactions in the last partition
transactions in the last partition of the original database

20

f

safe threshold

6

ph

7

X

a finite set of items
start partition and end partition,
respectivelly

Symbol

Definition

8

X s,e

9

k

a maximal temporal itemset in a partial
database db s,e
items number in the items sequence

10

TIs

frequent maximal temporal itemsets

21

TDB

transactions of the original database

11

su

upper support threshold

22

sl

lower support threshold
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We have briefly listed the paper innovations as follows:
 generating of the valid temporal association rules
after adding the new transactions to the database.
 performing of algorithm on the whole temporal
database instead of a small section of it
 performing the temporal transactional databases of
the non-numeric
 generating the temporal association rules and
reduction of the run time by partitioning the
candidate itemsets based on the previous partitions
and scanning database when the scan is necessary.

4.1 Pre-processing Step
The first step of the proposed method is pre-processing the
flowchart of which is shown in Fig 4. In this step, customer's
transactions are partitioned based on a time stamp like a
month of the year that purchase has done on that month in the
original database. As it is shown in Fig 4, the pre-processing
step is based on a comparison between new transactions and
the older transactions in the last partition of the original
database. On this basis, two different situations could have
occurred: i. Ts (Tdbi) is identical to time stamp of transactions
in the last partition of the original database (Ts (DBj)). In this
situation, the new transactions are merged to the transactions
of the last partition of the original database and, then, are sent
to PLI-X algorithm as an adjunct database. The number of the
occurrence of common itemsets between the last partition of
the original database and the newly added database should be
subtracted from the extracted large and pre-large item sets.
Since these items are converted into the items of the added
database, their count should not be considered in the
previously generated item sets. These items are investigated
with the newly added transactions and are entered into the
proposed algorithm. ii. The time stamp of new transactions is
different from that of older transactions in the last partition of
the original database. In this situation, the combination of
transactions in the last section of the original database and
new transactions is not required and the newly added
transactions are entered into the algorithm as an adjunct
database.
4.2 The PLI-X Algorithm
In the proposed algorithm, the temporal itemsets of
maximized frequent generated after performing the nine steps
is presented in flowchart (Fig 5). As is seen in Fig 5, research
novelty is highlighted with a bold line that is in black color.
Also, in the first step of the proposed method, f parameter is
calculated due to the entered values. In the second step, 1
value is assigned to it k variable that indicates items number
in the items sequence and is produced in the current execution
algorithm. All k-items candidates and occurrences number of
them in the newly added transaction are produced in the third
step. The creation process of the new candidates is expressed
briefly as it follows:
The large and pre-large items and their counts are stored from
the last execution and are used for the preservation of
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association rules. The newly entered transactions are first
scanned by the algorithm to generate the 1-itemset
candidates. The outcome is then compared to the previously
stored large and pre-large itemsets.
If a 1-item candidate is available in the new transactions
of large or pre-large 1-itemsets of the original database, the
final count of their occurrence could be calculated by adding
count of their occurrence in the current and previous
execution. This is the consequence of preservation of all
previous large and pre-large items with count of their
occurrence. Calculation of new support parameter helps to
decide whether a large or pre-large item remains in the same
category after inserting a new transactions or not. The support
parameter is the ratio of total number of target items to the
total number of transactions. If a new 1-item candidate does
not pertain to large or pre-large item sets of the original
database, it definitely could not be a large item for the updated
database. This is true in the condition that count of newly
added transactions is less than a safe threshold limit (f ).
Consequently, in order to find the new pre-large itemsets
during incremental insertion of new transactions, the database
is scanned only when the count of new transactions exceeds
the safe threshold limit. Scan of the original database is
carried out similar to the implemented method in FUP
algorithm. The next step is to create the 2-item candidates for
the newly added transactions while the same procedure is
repeated to find all large 2-itemsets. This process is continued
until the generation of all the large itemsets. The c variable
stores the number of new transactions since the last scan of
the main database.
4.2.1 Optimization of Lower Support Threshold
In contrast to the previous studies, the present research
considers the lower support to constraint itemsets and
minimizes the execution time. The lower threshold
coefficient is a key parameter in determining the association
rules. This parameter separates the small and pre-large
itemsets based on the number of their occurrence in the
database. In all the previous resources in this field, this
coefficient was manually set by the user. But, in this research,
the optimal and desirable value of the lower support threshold
is obtained by using the optimization process to enhance the
efficiency of association rules discovery algorithms.
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Fig 3. General schema for the proposed PLI-X algorithm

Fig 4. The flowchart of pre-processing step in PLI-X

37

38

M. R. Keyvanpour et. al: PLI-X: Temporal Association Rules Mining in…

Fig 5. The generating temporal itemsets of the maximized frequent
Table 3. Optimal values of the lower support threshold for various values of the upper support threshold

Values

V1

V2

V3

V4

V5

V6

V7

V8

V9

Upper-limit support threshold
Lower-limit support threshold
Run time (ms)

10
9
76.55

20
10
76.81

30
20
70

40
20
70

50
20
75

60
30
72

70
30
72

80
40
77

90
50
71
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1) The test-based optimization
In order to determine the optimal value of lower support
threshold, ten tests are performed and the execution time of
the proposed algorithm is extracted. These tests cover various
values of upper support threshold. The experiments results
are shown in Table 3. In each test, the lower support threshold
varies between zero and the upper support threshold value.
The moderate safety factor of 50% is considered in our tests.
Accordingly, the proposed test-based formula for the optimal
lower support threshold is stated as follows:
Sl=0.5 Su

(9)

This table shows that the optimal execution time is
obtained when the lower support threshold is approximately
one-half of the upper support thresholds. Performance of the
proposed algorithm is the best in such a situation for
association rules discovery.
2) Curve fitting-based optimization
The curve fitting technique could be applied to the results of
our tests to obtain an approximate relation between the lowerlimit and upper support threshold parameters. The curve
fitting toolbox in MATLAB software is used for this purpose
and the first, second, and third order polynomial models are
employed as the fitting bases. In order to determine the
unknown coefficients in these models, the error between
actual tests (simulations) and models is minimized. The
extracted first, second and third-order polynomial models are
obtained as follows:

S l  0.4782Su  1.6

(10)

2
S l  0.002424 Su   0.2115Su  6.933

(11)

3
2
6
S l  6.216 10 Su   0.001399 Su   0.2588Su  6.4

(12)

3) Mathematical proof-based optimization
The optimal value of lower support threshold is one-half of
the upper support thresholds. To prove this theorem, a general
formula for expressing the lower support threshold as a
function of the upper support threshold could be defined as Sl
= (m/n ) Su .Three conditions should be investigated for the
ratio of m/n :
i. m/n > 1 : Since the lower support threshold is always
less than the upper support threshold, this situation is not
meaningful and does not occur.
ii. m/n = 1 : This means an equal value for both the lower
and upper support thresholds which is not a practical situation
as well.
iii. m/n < 1 : This is the acceptable condition that
considers the lower support threshold in the range of (0,Su) .
Accordingly, the proof is continued based on the third
situation. According to the theorem when the criterion
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t  (Su  S l )d / (1  S ) is satisfied, an item that pertains to
small items in the incremental database could not be a large
or pre-large item in the updated database. A larger value of
(Su  S l )d / (1  S ) increases the probability for satisfaction
of this formula and consequently, the resulted small itemsets
do not require an examination which enhances the algorithm
performance as these items do not require any examination.
Therefore, the following relations could be written
S l  0,1 2 Su  S l  max 0,1 2 Su 
1
S l  Su  m  1, n  2
2

(13)
Again, the value of the lower support threshold is
suggested to be one-half of the value of the upper support
threshold. The proposed algorithm considers a safe threshold
limit for the newly added transactions and reduces the number
of scans to the minimum possible count.
5. Results and Discussions
This section is adjusted into four parts: the evaluation criteria,
the test method, the implemented data set, and experimental
results. Each part is expressed with more details in the
following.
5. 1 Evaluation Criteria
The evaluation criteria of PLI-X are expressed as follows:
a) Execution time: the execution time in the generation of
temporal association rules is measured by this measure in
[29, 30] and compared with that of the previously
presented algorithms. The execution time should be
evaluated in various conditions after setting the
contributing parameters in the proposed algorithm.
b) Upper support threshold: this measure is one of the
quantities that is considered as the basis of execution time
evaluation. For the temporal item x, this parameter is
defined in [30, 50] and different values of upper support
threshold are obtained as follows:
SUPP ((X Y )

MCP (X )

)

{T  db

MCP (X )

db

| X T }

MCP (X )

(14)

c) Number of transactions in the original database:
According to the significant role of transactions number
in the execution time, it is important to evaluate the
execution period for different amounts of transactions
[30-32].
d) Number of inserted transactions in the incremental
database: This is also an important contributor to the
execution time and should be considered to assess the
algorithm performance at different sizes [29, 50].
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5.2 Test Method
The test goal of the proposed method, PLI-X, is evaluating
the execution speed of the method based on the mentioned
measures in the previous subsection. The test approach used
in the present research is similar to the employed test methods
in the literature [30, 37, 50]. In addition to the execution speed
evaluation, the performed tests help to adjust the prerequisite
and initial parameters of the proposed algorithm and its
comparison with the previous ones. The size of the original
database is considered the same in the all performed tests.
Also, in each performed test, there is a difference between the
sizes of added database in comparison to the size of the added
database in the other test. All the tests of the present study are
performed by a computer with a dual-core processor with
2.53 GHz of clock frequency and 4 GB of RAM.
5.3 Implemented Data sets
Two data sets including artificial data and real data were used
to evaluate the efficiency of the proposed algorithm in this
research. In terms of the real data, the tests of the present
study are performed on the real BMS-POS dataset which is
available on the KDDCUP website. It is a well-known dataset
for association rules discovery in the field of CRM and is used
in the tests of some previous researches [37, 38]. The BMSPOS dataset pertains to sale information of a large electrical
equipment market during a few years. This market supplies
different products and ; therefore, each group of products is
considered an item. Each transaction in the database contains
the purchases of a customer at a specific time. The purpose is
to find the rules between different products dataset that are
purchased by the customer. The characteristics of the BMSPOS data set are presented in Table 4. In terms of the artificial
data, we chose the classic data set, T10I4N4KD100K, which
can conduct to validate the efficiency of the proposed
algorithm, PLI-X algorithm [29, 30]. Synthetic data was
generated by the public IBM data generator. The temporal
database was generated by the model used in [13].The detail
of the dataset is shown in Table 5.
Table 4. Characteristics of BMS-POS data set
Characteristics

Value

Number of transaction

515597

Number of the entire items

1657

Number of items in the largest transaction

164

Average length of transactions

6.5

5.4 Experimental Results
In this section, the proposed method, PLI-X, is compared
with some of the other methods in the field of association
rules mining for the discovery of temporal association rules
in the dynamic transactional databases. The efficiency
comparison is conducted with the UTARM [29] and TPPF
[30] methods as these methods are recent algorithms in the
field of temporal association rules mining, which are
performed on the transactional databases. Also, there is an act
likeness between the proposed method and the act of those.
Hence, given the purpose of the research, the mentioned
resources can provide the possibility to compare PLI-X
method and other the recently published resources from
different aspects including execution time, minimum support,
original database size, and incremental database size. The
same adjustments and attributes are considered for the abovementioned methods and our proposed method in order to
obtain meaningful results. This section is orgenized into three
subsections, experiment on real data set, experiment on
artificial data set, and analysis of computational complexity.
5.4.1 Experiment on Real Data set
In this subsection, the real data set for efficiency evaluation
of the proposed algorithm in terms of execution time,
minimum support, original database size, and incremental
database size is used.
A) Evaluating Execution Time Under Various Upper Support
Thresholds
In experiments, four tests have been performed for evaluating
the execution time of the proposed method with that of the
two recent algorithms, i.e. UTARM and TPPF methods under
different values of upper support thresholds. There are
differences between the four performed tests including the
size of the original database, the size of the increased
database, and the number of partitions in the tested database.
Each test is executed ten times under different values of the
upper support threshold in the range of 10-100 and the 10
spacing. Also, the average value of safety factor is 50% which
is considered as the value of safety factor in all the tests.
Evaluation results of execution time are drawn for three
methods in Fig 6.

Table 5. Characteristics of artificial data set
Characteristics

Value

Number of transaction
The average length of maximal
potentially frequent itemsets
The total number of items
The average length of items per
transaction

100000
4
4000
10

Fig 6. Evaluating Execution Time of Methods Under Various Upper
Support Thresholds in the original database

Journal of Computer and Knowledge Engineering, Vol. 2, No.2, 2019.
As it is seen from Fig 6, the proposed method has a less
execution time compared to UTARM and TPPF algorithms.
It can be said that the main reason for this reduction is the
number of scan processes in each of the implemented
algorithms. In the other word, the proposed algorithm scans
the database only when it is required, while the scan process
of database and the number of those is different in the
UTARM and TPPF algorithms for discovering the
association rules. Indeed, lack of using the incremental
problem and pre-large itemset in discovery of temporal
association rules by UTARM and TPPF algorithms [29, 30]
can be discussed as one major reason, which makes a
difference between the scan counts of the database in the
tested algorithms. The proposed method uses pre-large
itemsets concept that is not initially large but is expected to
convert into a large set in future. The pre-large itemsets work
like a buffer with the purpose of reduceing the number of
direct item transfers from large to small itemsets and vice
versa. Also, the evaluation results of Fig 6 shows that the
execution time reduces by increasing the upper support
threshold in all methods. From Fig 6 it is inferred that if a
large value and near to maximum value is selected for the
upper support threshold, items count reduces for sending to
the next step. Thus, the execution time decreases with the
reduction in items count. Given that items count has a direct
impact on the algorithms' efficiency of temporal association
rule mining, the efficiency also increases.
B) Evaluating Scalability
In this section, scalability of PLI-X, UTARM and TPPF
methods are investigated from two aspects: number of
transactions in the original database and number of increased
transaction in the incremental database. In the performed
investigation, the execution time is obtained according to the
two aspects: number of transactions in the original database
and number of the increased transactions in the incremental
database for PLI-X, UTARM, and TPPF methods. Then
evaluation results are compared.
i) Evaluating Scalability of Methods With the Number of
Transactions in the Original Database
In this part, an experiment is designed to investigate the
scalability of the proposed method against different sizes of
the original database in comparison to the UTARM and TPPF
methods. For this purpose, PLI-X, UTARM, and TPPF
methods are performed on the original database in order to
discover temporal association rules, and the execution time is
computed for different sizes of original database by changing
the transactions’ number. Thus, the role of transactions’
number in the execution time of methods are computed and
the evaluation results of the scalability in the mentioned
situations are drawn in Fig 7.
In the presented investigation, three tests have been
performed in order to analyze the effect of original database
size in the execution time of methods in which values of
upper support threshold, lower support threshold, the size of
added database, and the safety factor are considered the same.
As it is inferred from Fig 7, the execution time of methods is
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increased linearly with the addition of transactions number in
the original database. The addition of the execution time of
methods after each of database resizing is clear and
reasonable because the addition of transactions number in the
original database leads to the addition of processes volume
and increasing the execution time of methods.

Fig 7. Evaluating Scalability of Methods With Changing the
Number of Transactions in the Original Database

Also, it is observed in Fig 7 that the lowest execution time
is presented by the proposed method, PLI-X in the different
sizes of the original database that is obvious due to reducing
the scan number of original database by PLI-X. Then, the
lowest execution time is obtained by TPPF method in the
performed tests in comparison to the UTARM method. The
TPPF method adopted a predicting strategy which can reduce
the number of data scan by the upper-bound support in
comparison to UTARM. Thus, the volume of the scan process
is not the same in the TPPF and UTARM methods. In fact,
the computational cost is reduced for scanning a temporal
database. Because, TPPF method is applied the prediction
strategy and removed unpromising item-sets in the scan
process of database.
ii) Evaluating Scalability of Methods With Number of
Increased Transaction in the Incremental Database
In this part, other experiment is designed to check the
scalability of the proposed algorithm against different sizes
of incremental database. For this purpose, the role of
increased transactions number is evaluated in the time
execution variations of PLI-X, TPPF, and UTARM methods.
The evaluation results are depicted in Fig 8.
In this case, three tests have been performed in order to
analyze the effect of increased transactions number in the
execution time of methods with the values of upper support
threshold, lower supportthreshold, the size of original
database, and safety factor considered the same. As it is
observed in Fig 8, the execution time of PLI-X, TPPF, and
UTARM methods increased linearly along with the addition
of new transactions in the incremental database.
Besides, based on the execution time obtained by the
proposed method, PLI-X is the lowest run time over TPPF
and UTARM methods in the performed tests, the results of
which can demonstrate again the claim of the superior
performance of the proposed method in comparison to the
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other two investigated methods. Actually, evaluation results
obviously indicate that the execution time of the PLI-X for
the obtained temporal association rules discovery is better
than TPPF and UTARM methods.
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Since in the real-world problems, there are dynamic
databases, the scalability of the proposed method can play the
key role in temporal association rules in a CRM system for
presenting reasonable results in the lowest time.
C) Evaluating SpeedUp
In this section, the speedup ratio is investigated in the
methods of PLI-X, TPPF, and UTARM for various values of
upper support thresholds; the evaluation results are given in
Fig 9.

Fig 8. Evaluating Scalability of Methods With Changing the
Number of Increased Transactions in the Incremental Database

It is obvious with regard to the number reduction of
scanning processes and different classification of candidate
items from the added database by the proposed method. In
other words, PLI-X method does not scan the original
database for each iteration of algorithm. In fact, a safe
threshold is considered by PLI-X method for new increased
transactions, which leads to the scan reduction of updated
database. On this basis, the algorithm does not scan the
updated database after inserting each new transaction to
original database. Therefore, the proposed method prevents a
complete scan of the database in each stage by doing the scan
only when it is necessary due to the considered safe threshold.
whereas, the common approach in many previous published
resources like TPPF and UTARM methods is to scan
throughout the transactional database in the situation that new
transactions are added to the original database. For example,
as it is seen in Figure 8, the maximum execution time is
obtained by UTARM method. In this method, the original
database is partitioned, then, each partition is defined as a
utility table for items with different values. In situation that
new transactiones are added to the original database, cost of
execution time increases due to the addition of scan processes
volume, which is reasonable. Actually, computations volume
is high in UTARM method because of the additionality
processes which performed in order to scan the utility tables.
Also, Fig 8 are shown that the size of the incremental
database is always smaller in comparison to the original
database size. In the other hand, the inserted transactions'
number or the variation of transactions number has less effect
on the execution time of methods; the slope of the resulted
curves is less when the number of the inserted transactions
changes in incremental database compared to the variation of
transactions number in the original database. There are key
and important points in the above evaluation results which is
scalability of the proposed method. From the analysis of Figs
7 and 8, it can be concluded that the proposed method is
scalable in comparison to other used methods in the
performed tests. Hence, given to the scalability of the
proposed method, the execution time of PLI-X is the lowest
execution time for temporal association rules discovery when
there are resizing in the original and incremental databases.

Fig 9. The comparing PLI-X, TPPF and UTARM Methods in Terms
of Speedup ratio

The results of Fig 9 explain the speedup ratio by the
proposed method with regards to TPPF and UTARM
methods. As it is drawn in Fig 9, the speedup ratio of the PLIX method has reduced with the gradual increase of the upper
support threshold from 10 to 50. Thus, it can be concluded
that the speedup ratio has direct relevance to the execution
time of the proposed method. Also, the results of Fig 9
observed a reversed trend in the interval 60-100 of the upper
support threshold; because there is more reduction of
execution time by PLI-X method in comparison to other
tested methods. Actually, the proposed method, PLI-X, starts
with 1-item candidates for generating the candidate sets,
while the other methods start with the generation of 2-item
candidates. For example, all possible 2-item candidates have
generated from partition P1 in the UTARM method. Then,
for each candidate, two itemsets, the frequency, and the utility
values for the partition P1 are calculated by scanning the
database and the utility table through which the mentioned
processes have performed for each partition of the database.
Also, the liltering operation is started in an earlier time
according to the largeness of the upper support threshold by
the proposed method. Many of candidate items are eliminated
and, consequently, the method performance is enhanced.
From results achieved in the Fig 9 by TPPF method it can be
concluded that there is more reduction of execution time by
TPPF method in comparison to UTARM method. It is
obvious since there is differenc between computational
complexity of TPPF and UTARM methods due to using an
effective strategy for predicting upper-bound of support
values for itemsets by TPPF method. The mentioned strategy
leads to the reduction of run time in comparison to UTARM
method. Therefore, it can be said that the proposed method
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has higher speed up ratio than other compared methods. In
the other word, the proposed method obtains to a speed up
ratio up to 1.3 faster than the TPPF method and 1.6 faster than
the UTARM method, respectively.
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the changing number of transactions in the original database
and the changing number of increased transaction in the the
incremental database.

5.4.2 Experiment on Artificial Data set
In this subsection, we use an artificial data set for the
effectiveness and usefulness evaluation of the proposed
algorithm in terms of the execution time, minimum support,
original database size, and incremental database size.
A) Evaluating Execution Time Under Various Upper Support
Thresholds
For experimentation, PLI-X, UTARM, and TPPF methods
are applied on the specified artificial dataset,
T10I4N4KD100K to compute the execution time of methods
under various upper support thresholds. Then, three
mentioned methods are compared in terms of execution time
by changing the various upper support thresholds. In the
performed testes, the average value of safe threshold is
considered 50%. Also, each test is executed ten times under
different values of the upper support threshold in the range of
10-100 and the 10 spacing. The relationship between the
execution time of the methods and upper support at different
densities are shown in Fig 10.

Fig 10. Evaluating Execution Time of Methods Under Various
Upper Support Threshold in the original database (artificial data set)

As is inferred from comparing the evaluation results in
Fig 10, the lower execution time is provided by all the tested
methods in the higher the maximum support. Also, the
proposed method has a less execution time in comparison to
UTARM and TPPF methods, which is reasonable. In fact, the
main reason for this reduction is the number of scan processes
in each of the implemented algorithms. It can be concluded
that act of the proposed method on the artificial data is similar
to act of that on the real data. In the other word, execution
time is saved when PLI-X performed on the both data sets in
comparison to other tested methods.
B) Evaluating Scalability
In this section, two different experiments are designed to
evaluate the scalability of PLI-X, UTARM, and TPPF
methods when they performed on the artificial data against

Fig 11. Evaluating Scalability of Methods With Changing the
Number of Transactions in the Original Database (artificial data set)

i) Evaluating Scalability of Methods With Changing the
Number of Transactions in the Original Database
In this part, for the purpose of scalability evaluation, PLI-X,
UTARM, and TPPF methods are executed on the artificial
data; temporal association rules are discovered under various
sizes of the original database by changing transactions
number, the execution time is computed for different sizes in
original database. Then, the comparative analysis of
execution time of methods is depicted in Fig 11.
It notes that values of upper support threshold, lower
support threshold, the size of the added database, and the safe
threshold are considered same in the performed experiment.
Also, three tests are performed to analyze methods of
scalability under the original database resizing.
Two main obtained results are concluded from Fig 11.
The first, the execution time of methods is increased after
each of original database resizing, which is logical as the
growth of transactions number in the original database leads
to the increase of the process volume. Second, the execution
time of the proposed method decreases when the amount of
the original database grows larger in comparison to other
methods in this experiment. In fact, the efficiency of PLI-X
method is comparatively better than UTARM and TPPF in
terms of scalability. As the number of transactions in the
original database keeps increasing, the execution time of PLIX method showed significant improvement in comparison to
other tested methods.
ii) Evaluating Scalability of Methods With Changing the
Number of Increased Transactions in the Incremental
Database
This part has carried out PLI-X, UTARM, and TPPF methods
on the artificial data to evaluate their scalability with regard
to the execution time of methods under various sizes of
incremental database. Then, effectively analyzing the
scalability of methods. Values of upper support threshold,
lower support threshold, the size of original database, and
safe threshold are considered same in the designed
experiment. Also, three tests are performed to analyze
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methods of scalability under incremental database resizing.
Evaluation results are drown in Fig 12.

Fig 13. The Comparing of PLI-X, TPPF and UTARM Methods in
Terms of Speedup ratio (artificial data set)
Fig 12. Evaluating Scalability of Methods With Changing the
Number of Increased Transactions in the Incremental Database
(artificial data set)

In this experiment, as it is seen in Fig 12, the execution
time of PLI-X, TPPF, and UTARM methods are also
increased linearly along with adding new transactions in the
incremental database. It can be concluded from Fig 12 that
the scalability of the PLI-X method is better than TPPF and
UTARM methods for the test case of varying number of new
transactions in the incremental database. In the other words,
the computational time required for PLI-X method is
comparatively lesser than for other tested methods when the
methods applied on the artificial data. It is logical due to the
number reduction of scanning processes and different
classification of candidate items from the added database by
the proposed method.
Actually, these results demonstrate that the proposed
method can incrementally generate frequent itemsets
efficiently in the situations where there are not real data.
Analyzing the results provided in Figs 11 and 12, it can
be seen how the proposed algorithm performs well in almost
all of the experiments on the artificial data.
C) Evaluating SpeedUp
In this experiment, PLI-X, TPPF, and UTARM methods are
compared in terms of speedup ratio. The comparisons are
dipected in Fig 13.
As it is seen in Fig 13, the execution time is reduced by
PLI-X method in comparison to TPPF, and UTARM
methods, which is reasonable as there is a difference in the
performed strategy by PLI-X method for the temporal
association rules discovery. Hence, a key achievement of this
experiment can be a better speedup ratio of PLI-X method
than that of TPPF and UTARM methods. Similarly, the
results obtained on the synthetic dataset show that there is a
reversed trend in the interval 60-100 of the upper support
threshold. Also, speedup ratio of the proposed method has
reduced with the gradual increase of the upper support
threshold from 10 to 50 . In fact, it can be inferred that the
speedup ratio has a direct relevance to the execution time of
the proposed method.

In the end, as a result, it can be said that the proposed
method of PLI-X provides acceptable results to discover
temporal association rules when PLI-X method applied to the
real and artificial datasets.
5.4.3 Analysis of Computational Complexity
There is a common strategy in the temporal rules discovery
algorithms that decompose the problem into two main
subtasks: frequent itemset generation and rules generation.
The computational requirements for frequent itemset
generation are generally more expensive than those of rules
generation [13]. Also, the space complexity of algorithms
(memory consuming) is generally more inexpensive than the
time complexity of algorithms due to the development and
growth of data storage devices. In fact, the space complexity
is the number of tape cells used by the computation the
analysis of which is out of scope of this study. The time
complexity of execution is the number of steps until the
machine halts. Typically, it is tried to bound the time
complexity as a function of the size n of the input, defined as
the number of cells occupied by the input, excluding the
infinite number of blanks that surround it [49]. The
computational complexity of the association rules mining
algorithms can be affected by some of the following factors:
 Support Threshold: Lowering the support threshold
often results in more itemsets being declared as
frequent. This has an adverse effect on the
computational complexity of the algorithms because
more candidate itemsets must be generated and
counted.
 Number of items (Dimensionality): As the number of
items increases, more space will be needed to store
the support counts of items. If the number of
frequent items also grows with the dimensionality of
the data, the computation and I/O costs will increase
because of the larger number of candidate itemsets
generated by the algorithm.
 Number of Transactions: Run time algorithm
increases with a larger number of transactions
because of repeated passes over the data set [50].
The effect of the mentioned factors is empirically
investigated on the time complexity (consumed
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time) of the proposed algorithm by experiments
performed in the two previous subsections.
As it is reported in the two previous subsections, empirical
results demonstrated that the proposed algorithm reduces run
time in comparison to the other temporal association rule
mining algorithms for both data sets. In this subsection, a
theoretical analysis is presented for the time complexity of
the proposed algorithm. The big-O notation represents a
theoretical analysis upon which we can compare two or more
algorithms.
FournierViger et al. [40] mentioned that there are two
general ways to reduce the computational complexity of
frequent itemset generation such as reducing the number of
candidate itemsets and reducing the number of comparisons.
First, some of the candidate itemsets are eliminated without
counting their support values. Second, instead of matching
each candidate itemset against every transaction, the number
of comparisons can be reduced by using more advanced data
structures, either to store the candidate itemsets or to
compress the data set. In this paper, rapid generation of
temporal association rules is one of the main features of the
proposed algorithm. In fact, using the proposed algorithm,
PLI-X algorithm causes partitioning of candidate itemsets on
the basis of previous partitions and scanning of the database
only when it is necessary; it prevents a complete scan of
database in each stage by doing the scan only when it is
necessary. Actually, the main goal of the proposed method is
keeping repeated temporal patterns after updating temporal
transactions of the database. Thus, the used methodology
improves efficiency, reduces the number of database scans,
and also saves time complexity. The computational
complexity analysis of the proposed method is described in
detail as follows:

e
(Su  S l )  ph
m s
a) Calculate the value of f 
: In In the
1  Su
first step of the proposed algorithm, f parameter is obtained
as a safe threshold. Using this safe threshold can cause count
reduction of database scans. Thus, the updated database will
be scanned due to the f value and after inserting multiple new
transactions. The computing f parameter is performed in a
constant time. Hence, the total time complexity for
calculating the f parameter can be given as, O(c).
b) Find all condidate k-itemsets ck and their count: k variable
shows item counts in the items’ sequence,where there are two
states for k variable. If k=1, then, condidate 1-itemsets was
found. In this situation, for each transaction, the support count
for every item present in the transaction needs to be updated.
Assuming that there are n number of transactions and average
w items per transaction in the database, condidate 1-itemsets
can be found with their count require O(nw) time. Besides,
we find condidate k-itemsets using self-joining due to the
condidate (k-1)-itemsets which is stored in the previously
execution. Each merging operation requires at most k-2
equality comparisons. In the best-case scenario, every
merging step produces a viable candidate k-itemset. In the
worst-case scenario, the algorithm must merge every pair of
condidate (k - 1)-itemsets found in the previous iteration.
Because the maximum depth of the tree is k, the cost for
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populating the hash tree with candidate itemsets is
w
O (  k ck ) .
k 2
c) Partition all condidate k-itemsets and calculate a new
count for their:
This step contain two stages, whichi is performed for each
condidate k-itemsets ck found in the previously step. In the
first stage, condidate k-itemsets are divided into three sets. To
this end, a comparison was performed between each of kitems sequence of condidate itemsets and pre-large, large
itemsets in the original database. Then, condidate itemsets are
placed in the small, large, and pre-large stes. In the next stage,
the conditions below were investigated for each k-items
sequence (I) being placed in the small itemsets.
e
U
(15)
S ( I )  Su .  p m
m s
If condition=True then I moves in to large itemsets, else I
move in to pre-large item-sets. After partitioning k-itemsets
condidate, the count of there is updated. Since we carry out a
comparison between each of k-items sequence of condidate
itemsets and pre-large, large itemsets in the original database,
thus, it can be said that the time required is based on the
number of condidate k-itemsets, which is O(m).
d) Rescan original DB: The common opinion in many of the
previous algorithms in terms of temporal association rule
discovery is to scan throughout the transactional database
after increasing each of new transactions in each execution
algorithm, while the proposed algorithm PLI-X prevents
complete scan of the database in each stage by doing the scan
only when it is necessary according to the safe threshold.
There are two conditions that if one of each comes true, an
algorithm does not scan the whole original database after
increasing new transactions. Two conditions are defined as
follows:
(1) Is R set=  ?
R set contains items that are not placed in the pre-large and
large itemsets in the previous run but may increase the
occurrence count of those after increasing new transactions.
Thus, these items place in a large or pre-large itemsets after
re-counting.
(2) c  t  f
Where f parameter is a safe threshold, c is transaction count
which is newly inserted in the current run, and t is transaction
count in the last scan of the original database. In fact, the
proposed algorithm do scan the whole original database only
when it is necessary due to the safe thresholde after inserting
multiple new transaction, for example the increase of x new
transactions.
In the worst-case scenario, no of the mentioned conditions
are correct. In this condition, the algorithm does scan the
whole original database after inserting each of the new
transactions. If we assume that, there are m number of
transactions and average n items per transaction in the
database, i number of increased transactions, the time
required to database scan is bounded by complexity O(mni).
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In the best-case scenario, the mentioned conditions are true.
In such condition, algorithm does scan the original database
due to the f parameter for each x new transactions which
increased into the database. Hence, the time required is

O (mn

i
x

),

i
x

i.

6. Conclusion and Future Research
There are three important challenges in the field of Customer
Relationship Management systems (CRM) including 1) an
extremely high rate of customer data generation; 2) the
requirement of extraction of useful/frequent rules and
patterns for enhancement of the enterprise profitability; 3)
updating commercial applications of a dynamic information
system according to the customer needs. Also, improving
association rules mining especially temporal association rule
mining is an important yet often difficult task facing systems
of CRM in many areas. So far, various methods have been
proposed by researchers in the field of the temporal
association rules mining in the CRM systems that are
executable on the partitions of the database an identical
timestamps. The available methods need numerous scanning
of the database for the discovery of patterns and,
consequently, they are not successful in the satisfaction of
this requirement. Most of the previous developed methods in
this field are applicable in the databases with numerical
values and attributes. There are a few methods that could
encounter with the challenges in temporal mining of
association rules. In the present research, a novel incremental
mining algorithm, PLI-X is proposed for the discovery of
temporal association rules that is more efficient in
comparison to the previous methods in terms of the execution
time. In order to extract temporal association rules in dynamic
systems, the present study implements incremental mining of
the database. This is carried out using more than one support
threshold for item grouping and different methods for
partitioning of itemsets. Incremental mining of temporal
databases has capability of generation of the valid rules in
incremental databases. On the other side, implementation of
more than one support threshold in the partitioning process
on itemsets reduces the execution time of algorithm because
many of items are eliminated in the initial stages of algorithm
execution and are not examined anymore. The proposed PLIX method examines the new items after the generation of
candidate itemsets to identify whether it is related to large,
pre-large or small itemsets and not requiring the scanning of
the database for each algorithm execution. In order to obtain
an optimal relation between the lower and upper support
threshold parameters, the curve fitting technique is applied to
the results of PLI-X algorithm and the unknown coefficients
are determined after the minimization of the error between
actual tests and models. The implementation of the proposed
algorithm with the optimal support thresholds has generated
all maximized frequent items in a more efficient procedure.
It is obvious that the consequence of the increase in run
speed can be an accurate reduction in generating an outcome
as there is a drawback in the proposed method. Also, in the
previous methods and the proposed method, the size of
increased databases is considered the same the lack of which

can also be discussed as a weakness of the proposed method.
Hence, some of the future research are listed as it follows:
(i) Improving the accuracy of the proposed method by
keeping the current run time of the method.
(ii) Extending the proposed method for performing in
situations that the size of an increase database is variable.
(iii) Presenting the practical software with the graphical
interface of user-friendly by using the proposed method.
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A New Feature Selection in Email Spam Detection by Particle
Swarm Optimization and Fruit Fly Optimization Algorithms
Research Article
Farhad Soleimanian Gharehchopogh1
Abstract. With the advent of the internet, along with email,
and social networking, there are some new issues that have
caused vulnerability of users against attackers. Internet
users face a lot of undesirable emails and their data privacy
and security is in danger. Spammers are often sent to users
by intruders and sales markets, and most of the time they
target spam, harassment, and abuse of user data. With
increasing attacks on computer networks, attempts to
rebuild computer networks and detect spam emails are
important. Hackers use the identities of users by obtaining
their personal information and account of users for
malicious and subversive actions. Intruders are attempting
to expose, remove, or change user information by opening
encrypted information. Therefore, it is very important to
detect spam in the early stages. In this paper, a new
approach is proposed based on a hybridization of Particle
Swarm Optimization (PSO) with Fruit Fly Optimization
(FFO) to email spam detection. This paper shows a Feature
Selection (FS) based on PSO, which decreases
dimensionality and improves the accuracy of email spam
classification. The PSO searches the feature space for the
best feature subsets. Experiments results on the public
spambase dataset show that the accuracy of the proposed
model is 92.21%, which is better in comparison with others
models, such as PSO, Genetic Algorithm (GA), and Ant
Colony Optimization (ACO).
Keywords. Email spam detection, Feature selection,
Particle swarm optimization, Fruit fly optimization.
1. Introduction
Email is one of the easiest ways of communicating to the
online environment. One of the main popularities of the
email is because text and images can be both sent.
Unfortunately, despite the great benefits of the internet
environment, some of intruders, online stores, social
networks, and news services are sending spam email to
users, and the user's mailbox is filled with a lot of spam that
is very frustrating for users [1]. There are several ways to
reduce spam, one of which is the use of anti-spam [2]; this
means that software and tools to prevent spam from being
used must be used. The two most important methods in
which users can detect spam are the knowledge engineering
and machine learning algorithms. Knowledge engineering
means that internet and network protocols are used to email
spam detection, and machine learning algorithms use

Seyyed Keyvan Mousavi2

training and testing for detection which is successfully used
for email spam detection [3].
Spam is known as an unwanted email that contains
viruses and spyware sent for fraudulent and malicious
purposes along with advertising purposes. Signs such as
specific keywords, numbers, and symbols help spam
detection. Most spammers use certain phrases when sending
email and use unique words in the email body [4].
Meanwhile, e-mail companies can prevent users from
installing and using email spam detection programs to
generate and send them to users. In most cases, opening
spam emails leads to disrupt and slow down the system.
Spams can steal user’s information such as their
username and password by social engineering techniques,
fake links, and fake sites. Identifying and blocking spam is
one of the key issues in cyber security, which can greatly
reduce the effect of this undesirable internet phenomenon
and the security challenge of email service. Identifying the
hidden patterns of spam by data mining and machine
learning methods makes the emails received accurately
categorized into two categories of spam and non-spam.
In order to deal with the problem of email spam, many
different models have been proposed. In [5], a hybrid model
of PSO and Negative Selection Algorithm (NSA) for email
spam detection is proposed. In this model, the spambase
dataset has been used in the training and testing phases to
optimize the PSO for data training and to use the NSA to
test the data. The results showed that the accuracy of the
hybridization model is 91.22% which is better than the
PSO, NSA, Naïve Bayes (NB), and Support Vector
Machine (SVM). The NB and SVM are 79.3% and 90.00%,
respectively.
A hybrid model of Differential Evolution (DE) and NSA
is proposed for detecting spam [6]. In NSA-DE model, the
spambase dataset has been used in the training and testing
phases. In NSA-DE, DE for training data and NSA to test
data is used. The obtained results showed that the precision
of the hybridization model is equal to 65.14%, which is
more accurately compared to NSA and DE.
A new e-mail detection approach based on an improved
NSA called combined clustered NSA and fruit fly
optimization (CNSA–FFO) has been proposed [7]. In the
hybrid model, the NSA has been improved based on FFO.
In this model, the hybridization of NSA with k-means and
FFO was used to improve NSA. The results showed that the
CNSA-FFO is more accurate than the NSA and the NSAPSO. The percentage of accuracy the CNSA-FFO model is
93.88%.
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In [8] Header Based Email Spam Detection Framework
using Support Vector Machine (SVM) has been proposed.
Explements have done on two email datasets (Anomaly
Detection Challenges and Cyber Security Data Mining from
website). There are five phases in the model which are data
collection, data pre-processing, features selection,
classification and detection. The SVM has proven to be a
successful classifier which produced above 80% accuracy
rate for both datasets.
In [9], SVM is proposed for spam detection in order to
appropriately search for the optimal parameters.
Experimental results showed that the proposed model
outperformed all the others proposed models on the
spambase dataset employed. Accuracy of 95.87 and 94.06%
was obtained for training and testing sets, respectively. The
94.06% testing accuracy showed an improvement of 3.11%
over the best reported model.
In the present work, a hybrid model based on FFO [10]
and PSO [11], which are metaheuristic algorithms is
proposed for email spam detection. A hybridization of FFO
is used to optimize the optimal vectors and to solve the
problems of the PSO. The combination of PSO with FFO to
maximize the coverage of the space search to solve problem
in email spam detection. The main advantage of FFO is that
it has the ability to optimize the solution with global search
solution space. The features must be selected by the
particles in the environment, and the Feature Selection (FS)
must be in the neighborhood of each other and the accuracy
of classification is high. The overall process of the proposed
model consists of three steps: the particle distribution stage,
the stage of FS, and the stage of data classification.
The high number of features not only does not
necessarily lead to high accuracy, but in some cases leads
to a loss of accuracy, so reducing the feature can increase
accuracy. Reducing the features can lead to increased
classification accuracy by eliminating unnecessary features
[12]. The FS is one of the most important steps that
increases the efficiency of classifying samples [13].
In the following, the overall structure of this paper is as
follows. In the Section 2, the basic algorithms are explained.
In the Section 3; the model is proposed. In the Section 4, the
proposed model is evaluated and compared with other
models, and finally, in the Section 5, conclusions are drawn
and the future work is presented.
2. Basic Algorithms
In this section, two algorithms of FFO and PSO are
describe.
2.1. Fruit Fly Optimization Algorithm
FFO is defined based on fruit fly eating behavior. The fruit
fly is stronger than other insects, and has a stronger sense of
smell and vision, so it can detect the smell of fruit in the air.
This insect, after smell of fruit and after approaching the
position of the fruit, can find the exact position of the fruit

using its sense of sight and working with others. Figure (1)
shows the structure of food search by the fruit fly [10].

Fig. 1: Food search by the fruit fly [8]

This algorithm consists of several positions. The steps of
the FFO are as follows [10]:
1) The fruit fly position is randomly initialized.
2) Determine the direction and distance of the search for
flies randomly according to Eq. (3) and Eq. (4).
𝑋𝑎𝑥𝑖𝑠 = 𝑙𝑜𝑤𝑒𝑟𝑏𝑜𝑢𝑛𝑑
+ (𝑢𝑝𝑝𝑒𝑟𝑏𝑜𝑢𝑛𝑑
− 𝑙𝑜𝑤𝑒𝑟𝑏𝑜𝑢𝑛𝑑 ) ∗ 𝑟𝑎𝑛𝑑()
𝑌𝑎𝑥𝑖𝑠 = 𝑙𝑜𝑤𝑒𝑟𝑏𝑜𝑢𝑛𝑑
+ (𝑢𝑝𝑝𝑒𝑟𝑏𝑜𝑢𝑛𝑑
− 𝑙𝑜𝑤𝑒𝑟𝑏𝑜𝑢𝑛𝑑 ) ∗ 𝑟𝑎𝑛𝑑()
𝑋𝑖 = 𝑋𝑎𝑥𝑖𝑠 + 𝑅𝑎𝑛𝑑𝑜𝑚 𝑉𝑎𝑙𝑢𝑒
𝑌𝑖 = 𝑌𝑎𝑥𝑖𝑠 + 𝑅𝑎𝑛𝑑𝑜𝑚 𝑉𝑎𝑙𝑢𝑒

(1)

(2)

(3)
(4)

3) Since the position of the fruit is not known, then the
distance to the source must first be calculated, and then
the odor intensity (S) is calculated. This is the distance
from the inverse in which the more the smell is, the
distance is less:

Di  Xi2  Yi 2

(5)

𝑆𝑖 = 1/𝐷𝑖

(6)

4) The amount of odor intensity is replaced by the fitness
function. Then the smell of the existing position is
calculated according to Eq. (7).
𝑆𝑚𝑒𝑙𝑙𝑖 = 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛(𝑆𝑖 )

(7)

5) The fruit fly with the highest intensity of smell (find the
highest value) is found from the congestion according to
Eq. (8).
[𝐵𝑒𝑠𝑡 𝑆𝑚𝑒𝑙𝑙 𝐵𝑒𝑠𝑡 𝐼𝑛𝑑𝑒𝑥] = 𝑀𝑎𝑥(𝑆𝑚𝑒𝑙𝑙)

(8)

6) If the odor intensity in each replicate is better than the
current value, then the best amount of odor intensity and
coordinates X and Y are stored. At this time, the fruit fly
can move towards the fruit with respect to its power of
sight:
𝑆𝑚𝑒𝑙𝑙 𝐵𝑒𝑠𝑡 = 𝐵𝑒𝑠𝑡 𝑆𝑚𝑒𝑙𝑙
𝑋𝑎𝑥𝑖𝑠 = 𝑋(𝑏𝑒𝑠𝑡 𝑖𝑛𝑑𝑒𝑥)
𝑌𝑎𝑥𝑖𝑠 = 𝑌(𝑏𝑒𝑠𝑡 𝑖𝑛𝑑𝑒𝑥)

(9)
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7) Steps 2 to 6 of the optimization are repeated until the
condition is met.
2.2. Particle Swarm Optimization
The PSO is a population-based algorithm in which particles
form a swarm (population) [11]. The population moves in
the space of the problem and, based on their individual
experiences and collective experiences, are trying to find
the optimal solution to the search space. The PSO, as an
optimization algorithm, provides a population-based search
in which each particle changes its position over time. In
PSO, particles move in a multi-dimensional search space
from possible problem solving. In this space, an evaluation
criterion is defined and a quality assessment of the problem
solution is made. The change of the mode of any particle in
a group is influenced by its own experiences or the
knowledge of its neighbors, and the search behavior of a
particle in the group is influenced by other particles. This
simple behavior makes it possible to find optimal areas of
search space. Therefore, in PSO, each particle, as soon as
its optimal position is found, correctly informs other
particles, and each particle decides on the basis of the values
obtained for the cost function with a certain probability to
follow other particles. The search in the problem space is
based on previous particle knowledge. This action does not
make all the particles too close to each other and can
effectively solve continuous optimization problems.
In the PSO, group members are randomly created in the
problem space, and the search begins to find the optimal
answer. In the general structure of the search, each particle
follows the particle that has the optimal fitness function,
while also not forgetting its own experience and following
the condition in which it has the best fitness function.
Therefore, in each algorithm, each person changes his next
position according to two values: First, the best position that
a particle has had (pbest), and the best situation ever created
by the entire population, and in fact the best pbest is in the
all of population (gbest). Conceptually, the pbest for each
individual is actually the biological memory of that person.
That gbest is the same as the general knowledge of the
population, and when people change their position based on
gbest, they are actually trying to bring their knowledge to
the knowledge level of the population. Conceptually, the
best particle of a group is related to each particle of the
group. The next position for each particle is determined by
Eq. (10) and Eq. (11) [11].

vidt 1  w.vid  c1.r1.(Pbesti  xi )  c2 .r2 .(gbesti  xid )

(10)

xidt1  xidt  vidt1

(11)

In Eq. (10), c1 and c2 are learning parameters. Where 𝑥𝑖𝑑
is the binary bits, 𝑖 = 1,2, . . . , 𝑛 (n is set to be the total
number of particles), 𝑑 = 1,2, . . . , 𝑚 (m is the
dimensionality of the data). Parameters 𝑟1 and 𝑟2 are a
function for generating random numbers in the range [0,1].
𝑥𝑖𝑑 is the current position and 𝑣𝑖 is the speed of movement
of individuals w is a control parameter that controls the
effect of the current velocity (𝑣𝑖𝑑 ) on the next speed and
creates a balance between the ability of the algorithm to
search locally and search globally and, thus, on average, we
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will respond in less time. Therefore, for the optimal
performance of the algorithm in search space, the parameter
w is defined by Eq. (12) [11].

w  wMax 

((wMax  wMin)  i)
iMax

(12)

In Eq. (12) 𝑖𝑚𝑎𝑥 represents the maximum number of
repetitions of the algorithm and the parameter i of the
repeater counter to find the optimal answer. In Eq. (12),
parameters 𝑤𝑚𝑎𝑥 and 𝑤𝑚𝑖𝑛 are the initial value and the final
value of the inertial mass, respectively. During the
execution of the algorithm. These inertia weights vary
linearly from 0.9 to 0.4 during the program execution. If w
to be equal to large values, it leads to global searches and if
w to be equal to small values, it leads to local searches. In
order to balance the local and global search, it is necessary
to reduce the inertial weight evenly during the execution of
the algorithm. Therefore, by lowering the value of w, more
searches occur locally and around the optimal answer.
3. Proposed model
The proposed model is a hybridization of PSO and FFO. In
the proposed model, FFO is used to optimize the PSO. It
should be noted that the PSO is weak and can capture the
search in the trap of local optimizations. Therefore, this
paper proposes the use of FFO to improve the performance
of PSO and to reduce its weaknesses. It has also been
proven that FFO works well in avoiding traps in local
optimizations. FFO has the ability to escape local
optimizations and, in most cases, converges to the optimal
point. If the answer lies in the optimal locale, the optimal
value for the revelation function is not found.
The first part in Eq. (10) represents the coefficient of the
current velocity of the particle. The second part represents
the movement of the particle towards the best of personal
knowledge, and the third part is the particle movement
towards the best group knowledge, and the search space is
gradually shrinking and the best part is formed around the
best of the particles to get the best answer. But, for particles
in which the second and third parts of Eq. (10) are 0, the
particle moves in the direction of its previous motion vector,
and the rest of the particles converge to this particle, and so
the algorithm converges quickly to a local optimal. FFO is
used to solve the problem of PSO.
In the proposed model, the Eq. (13) is used to binary the
PSO. The particle position is calculated after the update by
Eq. (13). If the 𝑣𝑖𝑑 value is greater than the random value
(rand). In this case, the position value is equal to 1 (FS). In
contrast, if the value of 𝑣𝑖𝑑 is smaller than the random value
(rand), the position value will be 0 (not FS). In each
dimension, a particle value {1} indicates the FS can
contribute for the next iteration. On the other hand, a
particle value of {0} is not required as a pertinent for next
iteration. Figure (2) demonstrates vector of particle for
feature selection

s(vid (t 1)) 

1
1 evid

if rand  s(vid (t  1)) then xid (t  1)  1
else xid (t  1)  0

(13)
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Fig. 2. Vector of particle for feature selection

In the FFO, the initial position of the flies is determined
based on the values of the dataset. Improve the particle
position update using FFO. In the PSO, some particles can
be trapped in the optimal localization and cannot be
removed in several repetitions from a non-finite point, and
so all particles move to a non-finite point. Therefore, Eq.
(14) is used to update the particle position. In the early
iterations, a larger search scope is recorded to warrant that
the fruit flies are able of searching food sources in a wide
area and the global exploration power is elevated.

xi  X axis  w.vid . pbest(i)
vi  Yaxis  w.vid .gbest(i)

(14)
(15)

To improve the position of the particles, the current
position of the flies, as well as the control parameter (w) and
vector v are used. 𝑋𝑎𝑥𝑖𝑠 and 𝑌𝑎𝑥𝑖𝑠 are coordinates of flies in
FFO. The purpose of w and v is to use particle positioning
in the entire space to detect optimal positions. Also, the
parameters of 𝑝𝑏𝑒𝑠𝑡 and 𝑔𝑏𝑒𝑠𝑡 are used to distribute the
knowledge and the general knowledge. With 𝑝𝑏𝑒𝑠𝑡 and
𝑔𝑏𝑒𝑠𝑡 agents, poor particles also participate in the upgrade,
so the chance to find optimal points with the hybridization
of unplanned points is higher.
In Eq. (14) and Eq. (15), the parameter w has a
significant effect on the convergence behaviour of the
algorithm. If value of w is high then ability of the algorithm
to find the global point in the search increases and the ability
to locate the local point will be weak. The effect of the
previous speed on the current speed of the algorithm can be
controlled by setting the w parameter. The value w of the
𝑤𝑚𝑎𝑥 value will be at least 𝑤𝑚𝑖𝑛 in a linear repetitive
process. The ability to search in a repeat algorithm process
is strong, and this algorithm will be able to search in a large
space of the answer, and new areas will be constantly
reviewed to find the answer. From the perspective of
repetitive repetition, the algorithm gradually reduces the
scope of its search to a region, thereby, increasing the rate
of convergence.
In the PSO, each particle has two positions and velocity
vectors are updated in each repetition. The position vector
of each particle contains the optimal value of the problem.
In this paper, the components of the position vector of each
particle are the same values of the dataset. In the first step,
the FFO was used to determine the vectors of the velocity
and position of each particle.
3.1. Feature Selection
FS is one of the approaches to improving accuracy and
speed in machine learning algorithms. In the past few years,
numerous studies have been carried out on email spam

detection in the field of FS. The research results in the field
of reduced features have shown that choosing a set below
the initial characteristics can increase the accuracy of
machine learning algorithms. These algorithms try to
reduce the dimensions of the data by selecting a subset of
the initial properties [14, 15]. In these algorithms, it is
searched to find the subset with the minimum possible size
of the features appropriate for the application. In most
cases, data analyses such as classification on a reduced
space are better than the original space.
Email spam including a set of numeric or categorical
features (𝑓(1), 𝑓(2), 𝑓(3), … , 𝑓(𝑛), 𝑓(𝑛 + 1)) where n
shows predictive features and h(n+1) is a class of emails,
namely spam and non-spam. FS is based on the PSO. In the
proposed model, Eq. (15) is used to find the best position
for 𝑝𝑏𝑒𝑠𝑡. In Eq. (16), x is the position of the particle kth,
also the max and min are highest and smallest form a
particle. N is number of particles. In the mixed-purpose
model of Eq. (16), finding the optimal points in the search
space. The optimal spots in space are the same features that
are selected for the classification stage. The features used in
the preceding paper include numerical values. Features are
chosen to reduce the value of d between them.
1/ 2

2
N  i

xk  xkj  


Dij  
 k 1  max min  
k  
  k


(16)

The steps in the proposed model are as follows:
Table 1: Proposed Model Process
1) Initial population creation and distribution in space using
FFO.
2) Calculate the initial position of the flies using Eq. (5)
3) Updating the particle position using Eq. (14) and Eq. (15)
4) Calculate the position of each particle
5) If the particles move towards the optimum global point, the
best index will be saved.
6) If the particles do not move to the optimum global point, the
velocity of the particles changes based on the weight of the
inertia.
7) FS based on the proximity of particles using Eq. (16)
8) Training step
9) Build a training model and check the amount of features
10) Build classes and recognize features
11) Classification of samples
12) Data testing
13) Evaluation of new samples
14) Maximum program repetition
15) End

In Figure 3, the proposed model flowchart is shown.
Flowchart as the proposed model method consists of initial
population generation, updating, FS, sample training,
sample testing, and classification. In the proposed model,
initial population is produced by FFO. Primary population
includes the amount of spambase dataset properties.
Proposed model consists of 30 particles and each particle of
57 binary bits.
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Fig. 3. Flowchart of the proposed model

3.2. Data Classification
In the proposed model, the distance criterion is used
according to the FFO to classify the samples. In this respect,
the features are numeric, the best criterion to use is to
distance. Assuming that is used two particle position
vectors X b  ( xb1, xb2 , xb3 ,...,xbn ) (a vector with
different properties) and Yb  ( yb1, yb2 , yb3 ,...,ybn ) (a
vector with different characteristics), and also the position
of the best smell in FFO X w  ( xw1, xw2 , xw3 ,...,xwn ) and

Yw  ( yw1, yw2 , yw3 ,...,ywn ) . If the distance criterion is
defined by Eq. (17).
d ( x, y) 

n

((x
j 1

bj

n

) 2  ( xwj ) 2 )  (( ybj ) 2 )  (( ywj ) 2 )

(17)

j 1

The distance between the features for each vector is
calculated, and then the vectors that are more similar are
placed in a class.
4. Evaluation and Results
In this section, the proposed model tests are performed on a
system with Intel (R) Core (TM) i7-4510U @ 2.00 GHz
CPU and 6 GB memory. In this paper, the most important
criteria chosen for prediction is accuracy as it is the most
important criterion in detection. In this paper, the accuracy
of classifier acts as a significant task in FS, because the
accuracy of email spam detection is based on classification
accuracy that reduces the rate of errors, so the parameters
of PSO such as r1 and r2 are between 0 and 1. The population

size = 30, also, C1and C2 are set to 2 and the weight values
are 1.
The evaluation of the proposed model is done by the
division of the dataset using a stratified sample method with
80% training set and 20% testing set to check the efficiency
of the new model on an unseen data. The training set is
applied in the construction of the model by training the
dataset on both models while evaluating the capability of
the model with the testing set.
Precision: Precision is defined as the ratio of correctly
assigned category C samples to the total number of samples
classified as category C as in Eq. (18). Recall: The ratio of
the number of positive samples correctly detected to all
positive samples, that is, Eq. (19). F1: A hybridization of
precision and recall criteria that can be calculated according
to Eq. (20). This criterion is, in fact, the harmonic average
of the accuracy and recall parameters, namely, Eq. (20).
Accuracy: The ratio of correct samples to all samples hit by
the model; that is, Eq. (21).
Precision(P) =
Recall(R) =
F1 =

TP
TP+FP

TP
TP + FN

2×P×R
(P + R)

Accuracy

(TP  TN)
(TP  TN  FP  FN)

ErrorRate 1  Accuracy

(18)

(19)

(20)

(21)
(22)
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The TP parameter (True Positive) represents the number
of samples that are positive and accurately predicted. The
FP (False Positive) parameter represents the number of false
positive samples expected to be positive. The FN (False
Negative) parameter represents the number of instances that

are false as negative categories. The TN parameter (True
Negative) represents the number of samples that are
negative and well-predicted.

Table 2: Evaluation of the proposed model based on FS and 100 iterations
#FS
10

12

18

22

25

30

32

36

40

42

45

48

50

52

54

55

57

Models
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO

Precision
93.68
89.25
85.67
93.15
88.92
85.32
92.90
88.65
85.19
92.45
88.45
84.67
91.70
88.13
84.28
91.32
88.02
83.89
91.08
87.84
83.59
90.83
87.58
83.39
90.51
87.37
83.26
90.02
87.15
83.08
89.82
86.89
82.91
89.26
86.56
82.66
88.53
86.32
82.49
87.61
86.18
82.35
87.17
85.89
82.09
86.91
85.59
81.90
86.49
85.40
81.52

Recall
95.07
89.74
86.03
94.67
89.10
85.65
93.08
88.74
85.28
93.73
88.51
84.82
92.10
88.92
84.76
91.99
88.68
84.16
92.01
88.12
83.96
91.11
87.79
83.92
91.33
87.74
83.79
91.65
84.03
83.61
91.49
87.16
83.25
90.36
86.93
82.94
89.02
86.81
82.79
88.31
86.74
82.91
88.50
86.25
82.68
87.03
86.16
82.03
88.15
85.63
81.69

F-Measure
94.51
89.49
85.83
93.92
89.01
85.48
92.98
88.69
85.23
93.08
88.48
84.74
91.89
88.52
84.52
91.65
88.35
84.02
91.54
87.98
83.77
90.96
87.68
83.65
91.93
87.55
83.52
90.84
85.56
83.34
91.64
87.02
83.08
89.75
86.74
82.80
88.72
86.56
82.64
87.95
86.46
82.63
87.83
86.07
82.38
86.97
85.87
81.96
87.31
85.51
81.60

Criteria
Accuracy
94.82
89.15
85.23
94.05
89.05
85.09
93.66
88.69
84.78
93.51
88.31
84.39
92.94
88.06
84.15
92.36
87.93
84.02
92.04
87.62
83.94
91.86
87.43
83.65
91.22
87.19
83.44
90.79
87.05
83.26
90.03
86.91
83.14
90.73
86.69
82.96
89.91
86.35
82.79
89.13
86.23
82.58
88.17
86.12
82.36
87.30
85.93
81.97
87.02
85.72
81.57

Error Rate
5.18
10.85
14.77
5.95
10.95
14.91
6.34
11.31
15.22
6.49
11.69
15.61
7.06
11.94
15.85
7.64
12.07
15.98
7.96
12.38
16.06
8.14
12.57
16.35
8.78
12.81
16.56
9.21
12.95
16.74
9.97
13.09
16.86
9.27
13.31
17.04
10.09
13.65
17.21
10.09
13.77
17.42
11.83
13.88
17.64
12.70
14.04
18.03
12.98
14.28
18.43

Time (Sec)
71
38
42
76
40
43
79
42
45
80
44
48
83
46
50
85
49
54
89
51
57
92
53
59
95
57
62
97
60
65
100
63
69
102
65
71
105
67
72
109
69
74
113
71
76
118
72
76
123
74
78
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Table 3: Evaluation of proposed model based on FS and 200 iterations
#FS
10

12

18

22

25

30

32

36

40

42

45

48

50

52

54

55

57

Models
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO
Proposed Model
FFO
PSO

Precision
95.23
91.65
88.92
95.07
91.38
88.74
94.73
90.82
88.32
94.68
90.42
88.12
93.62
89.90
87.96
93.21
89.62
87.76
92.49
89.44
87.31
92.31
89.19
87.11
91.90
88.82
86.53
91.67
88.53
86.39
91.34
88.28
85.75
90.91
88.13
85.44
90.48
87.83
85.26
90.12
87.76
85.14
89.02
87.35
84.79
89.54
87.18
84.26
89.16
86.82
83.73

Recall
95.89
92.79
89.03
96.15
91.69
89.05
95.08
91.07
88.73
95.26
90.66
88.53
94.51
90.07
88.15
93.26
89.93
87.83
93.84
89.62
87.81
94.08
89.82
87.35
92.37
89.13
86.81
92.62
88.72
86.91
92.08
88.57
85.90
93.47
88.71
85.62
91.16
87.98
85.47
91.54
87.91
85.38
90.21
87.70
84.92
90.62
87.71
84.69
90.37
86.91
83.85

4.1. Dataset
The spambase dataset is a collection of emails that contain
4601 samples and 58 features, compiled by Hopkins and
colleagues [16]. The spambase dataset contains two spam
classes with 1813 samples (39.4%) and non-spam with
2788 samples (60.6%). The first 48 features of the
spambase dataset are taken from the repetition of certain
particular words. The next six features are the percentage of
the occurrence of a special character, such as “;”, “(“, “[“,

F-Measure
94.53
92.22
88.97
95.62
91.53
88.89
94.90
90.94
88.52
94.96
90.54
88.32
94.06
89.98
88.05
93.23
89.77
87.79
93.05
89.53
87.56
93.18
89.50
87.23
92.35
88.97
86.67
92.14
88.62
86.65
91.70
88.42
85.82
92.17
88.42
85.53
90.81
87.90
85.36
90.82
87.83
85.26
89.61
87.52
84.85
90.07
87.44
84.47
89.76
86.85
83.79

Criteria
Accuracy
97.15
91.48
88.82
96.83
91.18
88.61
96.24
91.05
88.35
95.92
90.51
88.49
95.71
90.26
88.14
95.49
89.92
87.86
94.86
89.77
87.39
94.06
89.26
87.19
93.79
88.65
86.41
93.56
88.37
86.23
93.44
88.24
85.93
93.17
88.11
85.66
93.05
87.91
85.42
92.98
87.62
85.17
92.63
87.26
84.62
92.42
87.19
84.33
92.21
86.80
83.15

Error Rate
2.85
8.52
11.18
3.17
8.82
11.39
3.76
8.95
11.65
4.08
9.49
11.51
4.29
9.74
11.86
4.51
10.08
12.14
5.14
10.23
12.61
5.94
10.74
12.81
6.21
11.35
13.59
6.44
11.63
13.77
6.56
1.76
14.07
6.83
11.89
14.34
6.95
12.09
14.58
7.02
12.38
14.83
7.37
12.74
15.38
7.58
12.81
15.67
7.79
13.20
16.85

Time (Sec)
86
41
43
89
42
44
91
45
46
95
48
50
102
51
54
105
54
59
112
56
61
118
60
65
122
63
68
128
65
70
130
67
73
132
70
75
138
72
77
143
74
79
148
75
80
150
76
81
156
79
83

“$”, “#”. The next three features represent the different
metrics of repeating letters in the message text. Finally, the
last class label property which indicates whether a spam
sample was or that non-spam sample.
4.2. Evaluation based on Iterations
In Table (2), the results of the evaluation of the proposed
model based on the FS and with 100 iterations have been
shown that the FS is very effective in increasing the
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accuracy of detection. Proposed model based FS is run 10
times and the average of 10 runs is calculated as percentage
of accuracy. If the number of features is lower, the
percentage accuracy of the proposed model increases as by
reducing features, finding the same properties in less time
and better detection accuracy is better. For example, the
percentage of accuracy with 10 features in proposed model
is 94.82% and with 57 features it is 87.02%. Also, the
percentage of accuracy with 10 features in FFO and PSO is
89.15% and 85.23% respectively. In general, if the number
of features is 57, the percentage of the proposed model is
87.02%. It could be noticed that the proposed model
achieved an improvement of 5.45% in comparison with
PSO. The error rate of the proposed model (12.98%) is
better than the FFO (14.28%) and PSO (18.43%) for 57
features.
In Table (3), the results of the evaluation of the proposed
model are shown based on FS and with 200 iterations.
Simulation results were also evaluated with higher
iterations, but 200 iterations were best. Table (3) shows that
increasing the iteration of the hybrid model is very effective
in increasing the accuracy of detection. The results show
that in case of 200 iterations, if the number of features is
less, the percentage of the proposed model's accuracy
increases. In general, if the number of features is 57, the
percentage of the proposed model is 92.21%. This
percentage is derived from the total number of features,
therefore, this percentage is considered as the main
percentage for the classification of the proposed model. The
percentage of accuracy with 10 features in proposed model
is 97.15%. Also, the percentage of accuracy with 10
features in FFO and PSO is 91.48% and 88.82%,
respectively. It could be noticed that the proposed model
achieved an improvement of 9.06% in comparison to PSO
for 57 features.

The proposed model gradually reduces the scope of your
search to a range, thus, increasing the convergence rate. The
proposed model converges in 200 iterations. In the
proposed model, when the current optimal answer does not
show any improvement in continuous iterations, it assumes
that the necessary convergence is achieved and the
execution of the program ends.
In Figure (4), the comparison diagram of the proposed
model, FFO and PSO is shown based on 100 iterations. In
Figure (5), the comparison diagram of the proposed model,
FFO and PSO is shown based on 200 iterations. In Figure
(6), the comparison diagram of the proposed model is
shown based on the various iterations. Figure (6) shows that
the accuracy of the proposed model is more in 200
iterations. There is a significant increase in accuracy from
87.02% to 92.21% with 200 iterations and 57 features in
proposed model.
Figure (7) shows 10 runs for 200 iterations of the
proposed model. The results obtained from Figure (7) show
that the proposed model has different results with each run,
and the best percentage of accuracy in the proposed model
for 200 iterations is 92.21%, which occurred in the fifth
mode. It is worth noting that in 10 executions, the proposed
model in most cases has a high result of 92%, with the
highest percentage being considered as the final output.
This accuracy may have occurred due to good convergence.
The higher the number of features, the greater the number
of local optimization points of the search space; therefore,
Figure (7) clearly shows that the proposed model was able
to obtain the best percentage of accuracy from the search
space.

Fig. 4: comparison diagram of the proposed model, FFO and PSO based on 100 Iterations
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Fig. 5: comparison diagram of the proposed model, FFO and PSO based on 200 Iterations

Fig. 6: Comparison diagram of the proposed model based on different iterations

Fig. 7: Run 10 times for 200 iterations of the proposed model
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(MLP ANN) is more reliable than the other classifications.
The percentage of accuracy in the GA model with Decision
Tree (DT) is 92.60%. The FS based on GA with the
Boosting is 90.18%. The accuracy percentage in the FS
model is based on the Feature Similarity with the KNN to
80.81%. The lowest percentage of accuracy belonging to
the FS model is based on the Consistency with the MLP
ANN classifier.

4.3. Comparison and Evaluation
In Table (4), the comparison of the proposed model with
various models is shown based on the accuracy criterion. In
Table (4), the highest detection accuracy belongs to the FS
model based on the Genetic Algorithm (GA). K-Nearest
Neighbours (KNN) and SVM are more accurately
compared with other classifications. The PSO with the
KNN has the highest percentage of accuracy. The GA for
the classification of multi-layer Artificial Neural Network

Table 4: Comparison of the proposed model with different models based on the
percentage of accuracy
Classifier [17]
Model [17]
FS Feature Similarity
Laplacian Score for FS (LSFS)
Multi Cluster FS (MCFS)
Dense Subgraph Finding with Feature Clustering
(DSFFC)
CFS
Consistency based FS (CON)
PSO
GA
FS-GA
Proposed Model

79.50
80.60
69.30

Sequential Minimal
Optimization
(SMO)
80.00
79.30
73.30

77.00
69.10
72.60

75.71

70.20

71.60

69.90

70.00
68.95
72.35
69.99
90.18

71.20
61.00
71.00
72.50
92.00
92.21

72.60
62.00
73.60
70.30
88.00

70.10
65.10
76.00
70.10
92.60

NB

SVM

KNN

Boosting

MLP
ANN

66.70
69.30
65.30

79.00
83.80
80.00

80.81
82.68
82.27

66.85
69.28
65.25

75.60

86.70

84.31

76.30
70.00
73.50
70.20
80.90

79.10
70.00
79.10
62.10
91.50

78.59
69.03
81.00
63.39
92.22

Table 5: Comparison of proposed model with different models based on
different criteria
Models [17]

Recall

Fallout

Feature

F1-Score

FS Feature Similarity
LSFS
MCFS
DSFFC
CFS
CON
PSO
GA
FS-GA
Proposed Model

76.00
76.00
73.00
76.00
74.00
66.00
75.00
68.00
89.00
90.49

24.00
24.00
27.00
24.00
26.00
33.00
25.00
32.00
10.00
8.12

76.00
76.00
73.00
76.00
74.00
67.00
75.00
68.00
89.00
91.88

76.00
76.00
73.00
76.00
74.00
67.00
75.00
68.00
89.00
91.00

Table 6: Comparison of the proposed model with different models based
on the accuracy criterion
Models [18]
Classifier [18]

GCNC

TV

LS

SVM
DT
NB
KNN
Proposed Model

88.21
89.05
88.11
88.46

83.96
83.03
81.96
81.07

84.34
85.61
81.96
83.00

RRFS

ACO

All of FS

87.60
85.71
82.71
85.71
92.21

87.92
86.97
86.48
88.03

88.18
88.81
81.97
88.18

DT
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In Table (5), the comparison of the proposed model with
other models is shown based on recall criteria, Fallout,
features and F1-Score. The recall rate in the FS model based
on the GA [17] is equal to 89.00%. The F1-Score and recall
in the PSO [17] are 75% and 75%, respectively. The
proposed model is more accurately compared to other
models and has a lower error rate compared to other models
that is equal to 8.12.
In Table (6), the comparison of proposed model with
SVM classifier, DT, NB and KNN based on the accuracy
criterion has been shown that the proposed model is better
than the proposed methods [18]. The accuracy of Decision
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Tree (DT) with all features is more than the other
classifications. ACO with KNN has better detection
accuracy.
In Table (7), the comparison of the proposed model with
different classifications based on the accuracy criterion is
shown. In Table (7), the RELIEFF model is more accurate
with C4.5, NB, KNN, and SVM. The NB is a Bayes
theorem based statistical machine learning based method
having properties of strong independence, probability
distribution, and the ability to handle large datasets.

Table 7: Comparison of the proposed model with different
models based on the accuracy
Models [19]

CFS

INT

CONS

IG

RELIEFF

C4.5
81.16
79.73
79.73
79.73
78.16
80.44
80.05
80.05
84.62
85.27
80.73
80.83
80.83
81.66
85.40
85.40
78.81
84.88
84.22
84.22

Proposed Model

NB
57.69
58.87
58.87
58.87
57.95
78.42
61.73
61.73
91.00
92.05
91.00
91.00
76.53
66.95
90.35
90.35
41.85
92.05
92.51
92.50

Classifier
KNN
79.14
79.92
79.92
79.92
79.73
76.92
76.79
76.34
80.83
76.79
76.79
76.79
78.62
77.71
78.03
78.03
76.99
80.18
82.72
82.72
92.21

SVM
85.85
85.46
85.46
85.46
80.31
81.10
81.88
81.88
81.88
81.16
80.38
80.38
83.83
83.38
83.51
83.51
81.94
83.77
85.59
85.60

Table 8: Comparison of proposed model with different models based on different criteria
MCC 

(TP  TN  FP  FN)
(TP  FP)(TP  FN)(TN  FP)(TN  FN)

Adaboost-NB
66.85
69.27
65.35
72.06
75.99
66.85
69.28

SVM
55.4
65.8
58.6
67.7
74.4
55.4
65.9

NB
45.7
49.7
45.0
53.7
59.6
45.6
49.7

65.24
75.71

58.6
71.9

45.1
58.5

Accuracy
Models
UFSFS [20]
LSFS [20]
MCFS [20]
UDFS [20]
IMODEFS [20]
FSFS [21]
LSFS [21]

MCFS [21]
DSFFC [21]
Proposed
Model

SVM
78.93
83.80
80.00
84.66
87.81
78.95
83.84

NB
66.71
69.26
65.27
72.05
76.12
66.68
69.26

80.00
86.69

65.27
75.63

Classifier [20]
KNN
C4.5
80.80 89.13
82.70 88.70
82.19 89.48
83.67 89.26
85.47 91.83
80.81
82.68
-

82.27
84.31
92.21

-

Classifier [20]
KNN C4.5
61.2
77.4
63.3
76.2
62.2
77.9
65.8
77.4
69.3
82.9
61.3
63.3
-

62.4
66.8
70.35

-

Adaboost-NB
45.9
49.7
45.1
53.7
59.5
45.9
49.7

48.9
58.6
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Classifier [22]
SVM
DT
NB
KNN
RF
Proposed Model

Table 9: Comparison of proposed models with different
models based on the accuracy
Models [22]
GCACO L-Score F-Score RRFS MRMR RELIEFF
88.38
83.96
86.55
87.71
87.51
86.14
89.21
85.32
86.86
86.97
87.20
85.81
88.22
81.96
86.62
83.04
80.50
85.50
88.94
83.09
86.41
85.40
84.45
85.62
89.19
81.69
85.46
86.38
87.82
84.39
92.21

In Table (8), the comparison of the proposed model with
different classifications is shown based on the MCC and
accuracy criteria. In Table (8), the smallest MCC belongs to
KNN. KNN, compared to other classifications has a higher
accuracy of diagnosis and the lower amount of error. NB
and Adaboost-NB classification are less accurate than other
classifications. In Table (8), some models are applied in the
unsupervised domain including Unsupervised FS using
Feature Similarity (UFSFS), Laplacian Score for FS
(LSFS), Multi-Cluster FS (MCFS), and Unsupervised
Discriminative FS (UDFS) [20]. A modified model of DE
called MODE has been proposed, where both local and
global information are saved to make the convergence
process faster as compared to the DE. Improved model of
MODE (IMODE) based unsupervised FS (IMODEFS) has
been proposed to search in the features [20]. An
unsupervised FS algorithm has been developed by
integrating the concept of densest subgraph with feature
clustering (DSFFC) [21]. In (DSFFC), feature clustering
around the non-redundant features is performed to produce
the reduced feature set.
In Table (10), the comparison of the proposed model
with various models is shown based on the accuracy
criterion. The proposed model is more accurate than most
models, such as GA, PSO, ACO, SVM, KNN, and C4.5.
The differential column represents the difference in the
accuracy of the diagnosis in the proposed model with other
models.
In the proposed model, FFO is used to optimize the
PSO. With the aid of particles, the similarity between the
characteristics is measured. Then, the training and testing
steps are carried out.
To classify features, a distance criterion based on FFO
has been used. Also, in previous studies, a hybridization of
algorithms for PSO and NSA and DE algorithms and NSA
for email spam detection has been used. The proposed
model is evaluated based on FS and various iterations. The
accuracy value is greater with fewer features and 200
iterations. The results showed that the proposed model is
more accurate in comparison with the FS based on
similarity, FS based on GA, PSO, ACO, DE and statistical
models of FS. Also, in other models, the NB, SVM, KNN,
Boosting, and DT are used [18] in which ANN and KNN
have better percentage of accuracy.

UFSACO
78.92
88.01
86.48
85.16
87.45

All of Features
88.81
88.93
83.05
88.62
88.24

In Table (9), the comparison of the proposed model with
the SVM classifier, DT, DT and KNN is shown based on
the accuracy criterion.
5. Conclusions and Future Works
Although the email has many benefits, but one of its
negative aspects is sending bulk spam to users. Usually
organizations and individuals are involved with spam and
are tired of removing them from their e-mail inbox. The
main goal of spammers is to encourage users to open emails
by sending various spam emails as they use emails sent
from virus-infected files to spoil the web. Identification and
classification are the most important factors to prevent
spam. In this paper, a hybrid model based on PSO and FFO
was used to email spam detection. Detection of specific
features are most likely to be critical in email spam
classification. This paper has applied a number of features
in email spam which have resulted a different level of
accuracy. To evaluate the proposed model, the spambase
dataset was used and its results were compared with the
meta-heuristic algorithms, machine learning, and DT. The
results showed that the accuracy of the proposed model with
all features is 92.21%, and the superiority of the proposed
model is on average 25% compared to the comparative
models. The accuracy result showed that the proposed
model was competitive with the others methods. One of the
most important weaknesses of the meta-heuristic
algorithms is the proper adjustment of their parameters.
These methods have weaknesses in local and global
searches, which will result in proper adjustment of the
parameters to reduce their runtime. Using this method will
significantly increase the speed of convergence, the
accuracy of finding the final answer, not being in the local
points, and reducing the run-time.
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Table 10: Comparison of the proposed model with various
models based on the accuracy
Refs
[5]
[6]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

-

Models
PSO+NSA
DE+NSA
LS
RELIEFF
MAXVAR
MRMR
MIM
SDFS
JSDFS
SFS
SBS
FAEMODE
MOEA/DFS
GA
EGA
IGA
BPSO
BDE
BACO
ABACO
GA-ACO
PMBACO
VMBACO
ABACO
ABACO
ACOFS
BACO
ACO
ACO
BGA
BPSO
IBGSA
Catfish-BPSO
BPNN
LVQ
SVM
1NN
EM + 1NN
C4.5
RST
SLDA
GR + 1NN
GA + 1NN
NB & FSS-MGSA
ID3 & FSS-MGSA
NB-MICAP
NB-IG
NB-Relief
NB-RFE
EIS-RFS
IS-SSGA
FS-SSGA
IFS-SSGA
FS-RST
FS-RST + IS-SSGA
IS-SSGA + FS-RST
1-NN
Proposed Model

Accuracy
91.22
65.14
65.93
81.41
65.98
66.00
74.84
72.98
82.32
87.4
87.01
89.48
88.48
85.90
86.24
86.27
85.01
86.53
87.30
88.06
87.77
88.47
89.41
92.30
92.10
92.20
91.90
91.30
90.10
90.60
90.00
92.20
92.40
89.70
89.80
93.19
81.32
94.30
92.05
94.59
87.56
90.77
91.55
88.34
77.24
74.30
74.80
72.30
75.70
89.35
82.60
83.47
87.54
81.74
76.93
79.43
77.89
92.21

The following items can be mentioned as future works:
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Improve the proposed model in terms of
classification accuracy
Combine data mining methods and meta-heuristic
algorithms to select important features and
increase the accuracy of classification
Use the fuzzy inference system to select important
features
Test the proposed model with real data
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Performance Evaluation of Software-Defined Networking
Controllers: A Comparative Study
Research Article

Seyed Akbar Mostafavi1*

Vesal Hakami2

Abstract. Software-Defined Networking (SDN) is a viable
approach for management of large and extensive networks
with flexible quality of service requirements and huge data
traffic. Due to the central role of SDN controllers in traffic
engineering and performance of software-defined networks
on one hand, and diversity of available SDN controllers on
the other hand, an evaluation framework is required to study
and compare the architectural choices and performance of
distributed and centralized SDN controllers in action. In this
paper, we propose a comprehensive framework for
performance evaluation of OpenFlow SDN controllers. In
this simulation platform, we analyze both centralized and
decentralized architectures for controller deployment.
Performance of controllers is evaluated based on Quality of
Service (QoS) measures including delay and throughput in
different network topologies under different workloads.
The impact of routing protocols on controller performance
in data center networks is also analyzed. Our results can
provide valuable insights for scalable design and proper
deployment of SDN controllers in the real world scenarios.
Keywords. Software-Defined Networking (SDN);
OpenFlow Controllers; Performance Evaluation; Quality of
Service
I. Introduction
The improvements of the Internet and mobile technology
and the increasing scale of networks has led to a more
flexible approach in network management called SoftwareDefined Networking (SDN) [1][2]. Management of the
conventional network models were challenging, especially
in large scale networks and were not efficient for satisfying
today’s requirements of large communication systems such
as datacenter networks. As traditional networks expand, they
become more complex and managing them becomes more
costly. They become less flexible and less controllable over
time and their performance might decline as well.
SDN technology and its standards has been recently
established towards more flexible, programmable, costeffective, scalable, and vendor-agnostic networks by
decoupling control logic from forwarding devices like
switches and routers [3]. This enables central network
programming and policy enforcement, which facilitates
network management remarkably. SDN is a multi-layered
architecture consisting of three main layers such as the
application layer, control plane, and data plane. Forwarding
devices like switches, routers and firewalls belong to the
data plane layer, while the control plane layer is where the

Fahimeh Paydar3

controller or the brain of the network resides. The
application layer consists of applications that define
different policies like traffic engineering and network
security. Communication between layers is done by two
types of interfaces called the South Bound API (SBAPI) and
the North Bound API (NBAPI).
There are various types of SDN controllers that offer
different services with different Quality of Service (QoS)
requirements and scalabilities. Thus, a comprehensive
evaluation framework is needed to choose the best controller
in each scenario based on the QoS requirements, type of
topology, workload and routing protocols, all of which affect
the controller performance tremendously. In this paper, we
will provide such a framework and describe our
benchmarking metrics and tools in order to facilitate
controller choice and subsequently network management.
We will analyze both centralized and distributed controllers
including POX [4], RYU [5], Floodlight [6], ONOS [7] and
OpenDayLight [8]. We choose different metrics for each
group of controllers accordingly as they seemed to be the
most effective in each type. We analyze different routing
protocols and traffic loads in both Google fat-tree and
Facebook fat-tree [9] topologies as performance metrics for
distributed controllers while delay, throughput and traffic
loads in different types of topologies are considered for
centralized controllers as metrics in simulations.
In the second section, we introduce the terms and
definitions related to SDN. In section three, we review some
of the related work done in controller evaluation. We
perform two types of evaluation in our study, qualitative
comparison which is based on specific features of controllers
and mostly theoretic and qualitative study carried out by
benchmarking tools and analyzing the results and
conclusions toward presenting our evaluation frame work in
sections four and six consequently. In section five, we
introduce the tools utilized for our evaluation process and
final findings, conclusions, and future work are presented in
the seventh section.
II. SDN controllers
SDN has made centralized network management possible by
decoupling the control logic from network infrastructure
devices or data plane. SDN utilizes open source standards
instead of proprietary systems and protocols, which
increases network flexibility remarkably Error! Reference
source not found.. SDN has a multi-layered architecture
including the application, control plane, and data plane from
top to bottom as shown in Fig.1.
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Control plane: In a software-defined network, the controller
is the central management point which has an overall view
of the whole network. With SDN controllers there is no need
to configure each of the network devices through their
terminals, but instead, the softwarized controller programs
the whole network [11]. Controller works as a platform for
applications to communicate with network devices and
manage them by enforcing policies through the controller.
SDN controller is able to communicate with different
network components using its different interfaces.
Communication with low level network components and
data forwarding devices is done through the SBAPI, while it
communicates with high level applications through the
NBAPI.
OpenFlow is a standard SBAPI which is used to control
and manage network devices, for instance to send and install
flows on the switches. On the other hand, the NBAPI is used
by the applications in the top layer to control and manage the
network. REST API is the most well-known NBAPI, which
is similar to an HTTP server and is used to enforce policies
specified by the applications in the top layer to manage the
whole network [12].
OpenFlow controllers: OpenFlow was first introduced at
Stanford University in 2008 and it made research on real
campus and large scale networks like GENI possible [13].
OpenFlow [14][15] encouraged manufacturers towards
supporting this protocol in their future switching products.
An OpenFlow controller manages flow tables in network
devices, while the controller and hardware connect by SSL
or TLS encryptions through a secure channel [17][18]. An
OpenFlow switch consists of one or more flow tables, a
secure channel, and a controller. Also, each flow table
consists of multiple flow entries each of which include three
parts including a header field, an action, and flow counters.
Every incoming flow is reviewed to match against existing
flows in a flow table by their header fields. According to the
matched flow, the action dictates what happens with the

Fig. 1. Three-layered SDN architecture

packet, while the counter counts the number of packets
received for each flow and the byte counts and flow
duration [16]. Fig. 2 shows the structure of a flow entry in
an OpenFlow switch. The search initiates as soon as a new
flow entry arrives at a switch. If no match is made then the
switch sends a message to the controller requesting and
action for the unmatched flow. There are several possible
actions concerning the flow including sending out the packet
to an outgoing port, sending the packet back to the
controller, dropping the packet, and sending the packet to the
next flow table or specific tables.
There has been six different version of OpenFlow so far.
The first was the OpenFlow v.1.0 which was presented at
Stanford in 2008. This version has been recently accepted by
most OpenFlow vendors but is limited to only one flow table
and focuses on layer 2 and ipv4 addressing. OpenFlow v.1.1
added support for MPLS and v.1.2 made matchings more
flexible and added ipv6 support. OpenFlow v.1.3 added
parallel communication channels between controller and
switches. In 2014 v.1.4 was published in which matching
processes were mainly improved and optional ports support
was also an addition. The last and most recent version,
OpenFlow v.1.5 was also released in 2014, in which the
outgoing table was introduced and the matches were made
by outgoing ports [17].
OpenFlow utilizes three types of messages to
communicate with the infrastructure layer including
controller-to-switch, asynchronous, and symmetric
messages. The first type as apparent by its name is messages
from controller to switches, the second from switches to
controller, and the third is bidirectional messages between
controller and switches.
Controllers are categorized into two groups of
centralized and distributed controllers based on their
structure and behaviors. Fig. 3 demonstrates this
classification.
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Fig. 2. Flow entry structure

Fig. 3. controllers classification

III. Related work
Due to the separation of data planes from control planes in
SDN and with programmability features and centralized
controlling nature, flexibility and scalability increases and
makes it capable for industrial use. In previous years, several
studies have been focused on the OpenFlow controller
evaluation most of which analyzed controllers including
Bacon, Floodlight, Maestro, NOX, POX, and RYU based on
linear performance evaluations and their throughput rates. In
several other studies, new or improved versions of
controllers were proposed with some previous issues
resolved.

Tootoonchian, Gorbunov, Ganjali, Casado, and
Sherwood [19] evaluated the performance of four open
source controllers including NOX, Beacon, Maestro, NOx,
and NOX-MT which was presented by the authors as an
optimized version of NOX controller. They discussed that
the real performance of these controllers could be
considerably better in an optimized network environment
than previously assumed. They also designed Cbench that
works as a benchmarking tool specifically designed for
OpenFlow switch emulations to measure some specific
performance metrics. NOX-MT is a multithreading version
of NOX which uses optimization methods (e.g., I/O
batching) for baseline performance improvements and was
proven to outperform NOX by a factor of 33 in the overall
performance. Note that this study is outdated because newer
versions of these controllers were introduced and also the
evaluation of other important controllers such as ONOS,
Floodlight, and OpenDaylight had been left out.
Stancu, Halunga, Vulpe, Suciu, Fratu and Popovici [20]
analyzed performances of RYU, POX, ONOS, and
OpenDaylight controllers based on end-to-end delay and
bandwidth parameters. A fixed four level tree topology
containing 16 hosts had been utilized as a test environment
for the controllers’ performance. The study was concluded
in RYU having the least end-to-end delay and ONOS with
the highest bandwidth among these four controllers. Also,
the best suited controllers based on the objectives or
outcome expectations were introduced. POX was introduced
as the most suitable in an environment with configuration
simplicity as the highest priority, although in case of
performance POX is not comparable to RYU,
OpenDaylight, and ONOS controllers. This study is limited
to a static network topology and limited performance
parameters in all levels of test, thus leading to a non-general
conclusion about controllers in all other types of networks
with various parameters in priority.
A performance benchmarking of OpanDaylight and
Floodlight was performed in [21] concerning latency and
throughput in Cbench. The authors concluded that
OpenDaylight is not efficient for use in the industry and
Floodlight would be a more mature choice in comparison.
They also argued that Cbench lacks traffic models similar to
data center network models for testing, and proposed
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changes to this tool in order to support datacenter traffic
models. Similar to the previously stated works, this study
shows some limitations as well like the few number of
analyzed controllers (in this case two), irrelevance of the
chosen set of controllers to each other in case of function,
and the incomplete parameters and network variables in
order to find the best suited controllers.
Shiva, Vajihe and Manije [22] discussed the
performance of Floodlight and OpenDaylight controllers in
different scenarios with different networks topologies under
various traffic loads in terms of network latency and packet
loss. They state that OpenDaylight acts better in case of
latency in networks with tree topologies under halfbandwidth traffics, while Floodlight performs better under
heavy loads in terms of packet loss in a tree type network. It
is also stated that the comparison between the two could be
different in more complex network scenarios (one of the
limitations that can be stated about this study is again the few
number of controllers studied, limited comparison
parameters, and using few network parameters in
evaluations).
Darianian, Williamson and Haque [23] evaluated
OpenDaylight and ONOS, two novel and adequate
distributed OpenFlow controllers. They used Cbench as a
benchmarking tool for throughput and latency of the
controllers’ performances (in both physical and virtual
environment). They concluded that ONOS has better
throughput and less delay than OpenDaylight. One of the
limitations of this study is the fact that these two controllers
are not evaluated in test scenarios similar to data centers and
cloud networks, which are where they are mostly used.
Fancy and Pushpaltha [23] analyzed POX -a pythonbased controller- and Floodlight -a java-based controller- as
representatives of all controllers developed by these two
programming languages. They executed a performance
comparison between them on throughput and delay. The
tests were done in Mininet with various network topologies.
This study was also limited to two controllers that do not
necessarily cover all other controllers developed by python
or java; also limited network variables were measured.

for both centralized and distributed groups of controllers,
each by different evaluation features and from various
perspectives. This part is mostly based on theories and
features each controller possesses which might be used as a
way of categorizing controllers and predicting their
properties, but does not necessarily categorize behaviors in
each group as numerous factors take part in the controller
performance.
V. Configurations and benchmarking tools
A. Configurations and evaluation scenarios
ONOS: To launch and execute the ONOS controller, we
need at least a 2-core processor with 2 GBs of RAM. One of
the advantages of this controller is its active support team
and
complete
documentation
which
facilitates
troubleshooting. ONOS is java-based and requires JRE 1.8
or higher in order to be executed on our system. We used the
latest version of ONOS at the time in our tests and
evaluations.
OpenDayLight: ODL is executed in a Java Virtual
Machine (JVM) and can run on any system that supports
java. However, on a system with a Linux distribution and a
1.7 JVM, ODL performs its best. We used the latest version
of ODL at the time in our tests.
Floodlight: Floodlight is a java-based controller and one
of the most popular and applied controllers which is mostly
used in small networks and academic environments.
RYU: RYU is a python based controller, also popular in
academia and small networks. This controller supports 1.1,
1.2, 1.3, 1.4, and 1.5 versions of the OpenFlow protocol as
well as Netconf [26] and OF-config protcols.
POX: POX is a python-based controller and is known as
one of the most popular controllers for academic purposes.
B. Test environment and benchmarking tools
We use Mininet [24] and Cbench [26] to establish a test
environment. Also using python, we created datacenter
topologies to establish tests based on them as well. The
datacenters are crucial to our study because of the role they
play in today’s world and most possibly in the future [28].

IV.Qualititative comparison of ten OpenFlow
controllers
Table I and Table II present separate qualitative comparisons
Table. 1. Qualitative comparison of general-purpose controllers

controller

platform

Port number

GUI

Multithreading

Programming
language

Open
source

NOX [29]

Linux

6633

Yes

Yes

C++/python

Yes

POX

Linux, Mac,
Windows

6633

Yes

-

Python

Yes

Maestro [30]

Linux

6653

No

Yes

Java

Yes

Beacon [31][32]

Linux

6653

Yes

Yes

Java

Yes

Floodlight

Linux

6653

Yes

-

Java

Yes

RYU

Linux

6633

-

-

Python

Yes
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Table. 2. qualitative comparison of distributed controllers

Controller
Elasticon [33][33]

Network
type

Data
structure
instances

Dynamic

Data centers

Hazelcast



HYPERFLOW

Data
centersWAN
WAN

ONOS

Data centers

DISCO

Mapping

Controller-switch arrangement
Static

Master/Slave

IPalias



Related
projects
-

Extended DB



-

-

Floodlight

Wheelfs



-

-

NOX

Raftlog





Establishing the test environment: A test environment is
built on a system with a 7-core processor and 16 GB RAM.
Two virtual machines with 4GB RAM and a 3-core
processor are built on this server that runs Ubuntu 16.0.4
LTS. One of the virtual machines is used for the controller
installations and the other for establishing the test network
with Cbench and Mininet installed on it. Cbench, Mininet,
and wireshark are the tools chosen based on functionality
and the metrics that can be measured by them, for our study
towards benchmarking the controllers.
Cbench: Cbench is a popular tool, especially designed for
OpenFlow controllers’ evaluations. It produces packet-ins in
order to simulate asynchronous flows. Also, it emulates
some switches that are connected to the controller. These
switches send packet-ins to the controller. Reception of a
packet-in by the controller results in a new flow entry for the
switch. In reply, the controller runs its algorithm and adds
new rows in the flow table for the requesting switch and
sends the flow table back to the switch. The switch will wait
until it receives a flow-mod message from the controller.
Cbench uses fake switches instead of physical switches to
send packets to the controller in order to be able to specify
the exact number of packets sent and other parameters from
the process initiation to obtain precise output statistics and
analyze them. Fake switches determine the following
parameters including OFP_Hello exchange messages that
ban response and request messages, FS parameter which is
a fake switch pointer, SOCK parameter which identifies a
socket connection, BUFSIZ parameter which shows the size
of the in/out buffer, MODE parameter which distinguishes
the latency or throughput mode from each other, and
total_mac_adresses that is the number of all the hosts
connected to the switch.
Mininet: Mininet is a network emulator that we use as a
bench marking tool in our study. It allows the creation of
networks with various topologies consisting of a number of
virtual hosts, links and switches. With the use of this tool
you can easily access any of the network components by the
Mininet CLI and design the network specifically according
to your needs, share it with others, and eventually develop it
using real hardware. Mininet enables us to test a network and
improve it in an emulated environment before the actual
implementation of our network. The default topology in
Mininet consists of a switch and hosts that are connected to
the switch and each other while the switch itself is connected
to an OpenFlow controller. In Mininet hosts are capable of
running on separate linux CLIs [15] e.g. the iperf command
which returns the bandwidth between user and the server is

easily obtainable in this manner. A desired topology in
Mininet can be created by python script writing while there
are only a few topologies available in this tool such as tree,
linear, and single topologies as default.
Wireshark: Wireshark [36] is a powerful open source tool
for capturing and analyzing various traffics and network
protocols. It is easy to use and is popular among network and
security specialists.
VI. Quantitative comparison of five OpenFlow
controllers
In section five, we introduced some of the basic concepts of
SDN networks and summarized some of the previous work
done in performance evaluation of OpenFlow controllers.
Since the related studies have analyzed limited parameters
in their evaluations and less focus had been put on
decentralized controllers, in this paper, we propose a new,
more thorough and comprehensive framework for
performance evaluation of OpenFlow controllers with more
emphasis on the distributed type. Out of the ten controllers
presented in our qualitative review, five of them were chosen
that represent unique controller features best suited for our
study as shown in Table III. Different approaches,
parameters, and criterion has been presented based on the
category which controller belongs to.
We present a quantitative comparison of OpenFlow
controllers that can be utilized as a comprehensive
evaluation framework by network managers. In our
framework we separately evaluate centralized and
distributed controllers. We first measure performance
metrics that we have specifically chosen for each category
of controllers. Delay, throughput and the overall QoS are the
performance parameters chosen for centralized controllers
while for distributed controllers it is the network delay. Then
we identify and analyze other effective factors on
controllers’ performance including topology type and scale
of a network for both centralized and distributed controllers.
However, for distributed controllers, traffic load and routing
protocols are also analyzed. At last, we will be able to
determine any controller’s performance behavior with
specifically-defined policies and features based on our
results.
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Table. 3. controllers used in our qualitative evaluation
controller

ONOS

OpenDayLight

Support partners
ON.LAB, AT&T,
Ciena, Cisco,
Ericsson, Fujitsu,
Huawei, Intel, Nec,
Nsf.Ntt
Communication,
SK Telecom
Linux Foundation
with memberships
covering over 40
companies, such as
Cisco, IBM, NEC

NBAPI

SBAPI

Supported
platforms

Centralized
/distributed

Programming
language

REST API

OF 1.0, 1.3,
NETCNF

Linux, MAC
OS, and
Windows

Distributed

Java

REST API

OF 1.0, 1.3, 1.4,
NETCONF/Yang,
OVSDB, PCEP,
BGP/LS, LISP,
SNMP

Linux, MAC
OS, and
Windows

Distributed

Java

POX

Nicira

REST API

OF 1.0

Linux, MAC
OS, and
Windows

Centralized

Python

RYU

Nippo Telegraph
And Telephone
Corporation

REST For
Southbound

OF 1.0, 1.2, 1.3,
1.4, NETCONF,
OFCONFIG

Most supported
on Linux

Centralized

Pyrhon

Floodlight

Big Switch
Networks

REST API

OF 1.0, 1.3

Linux, MAC
OS, and
Windows

Centralized

Java

Centralized controllers: These controllers were the first
introduced SDN structures in which a single controller
manages all the devices in a network. Each flow is received
at the controller as a packet-in and after the controller
processes the packet based on the defined policies by the
application layer and defines an action for that flow, it sends
the requesting switch packet-out and flow-add packets.
There are various controllers developed by java and python
programming languages namely, RYU [29], Beacon [9],
floodlight [16], POX [28] and NOX [23]. The main concept
of these networks refer to the physical centrality which
means each controller is aware of the overall state of the
network and is connected to all the switches in topology.
These types of controllers mostly have academic and
research use in small scale networks. Among POX, NOX,
and RYU, three python-based controllers, we only evaluate
POX and RYU as POX is the improved version of NOX.
Between Floodlight and Beacon that are java-based and
require large memory allocations, we chose Floodlight as
according to [2] it requires less memory than Beacon.
Decentralized controllers: One of the main challenges of
networks with centralized controllers is scalability and their
inefficiency for data centers and cloud networks that are
nowadays crucial. Distributed contollers such as
HYPERFLOW, Elasticon, ONOS, DISCO, and Open
DayLight have some unique features like the physical
distribution of the particiapting controllers in a network
topology and the fact that there is no need for all switches in
the network to be connected to the controller. These types of
controllers are used in large scale networks like WANs and
data centers. For our study, we only evaluate ONOS and
OpenDayLight, two inherently distributed controllers as
they are the most commonly used controllers in industry
utilized in data centers and cloud infrastructures. Another
advantage of these two controllers is being supported by

well-known brands such as Cisco, Intel, Ericsson, Fujitsu,
and Huawei. ONOS and OpenDayLight are both java-based
and are executable on platforms containing OSGi.
1)
Determining the appropriate evaluation criterion
QoS performance in centralized controllers: End-to-end
delay and network bandwidth are two very effective factors
on QoS and performance of centralized controllers. Network
delay refers to the transmission time from source to
destination, and bandwidth between two hosts refers to the
available bandwidth for data transmission. The lowest endto-end delay and highest bandwidth results in the highest
QoS. For centralized controllers in our study namely POX,
RYU, and Floodlight, we analyze QoS in different scales
and topologies and introduce the controller with the highest
QoS in each of the scenarios. In each stage we perform tests
10 times and take the average of these 10 outcomes as the
final result. Also, we gradually increase the size of the
network from 1 to 63 OpenFlow switches. According to Fig.
4, RYU performs better than POX and Floodlight in terms
of latency as the scale increases, while POX has the highest
delay in networks with more than seven switches. According
to Fig. 5, all three controllers have similar decreasing
patterns of bandwidth but again RYU closely out performs
the other two and thus is the best choice in an increasingscale network.
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Fig. 6. dealy against network scale
Fig. 4. End-to-end delay vs. network scale

Fig. 7. Throughput against network scale

Fig. 5. Bandwidth vs. network scale

Delay and throughput performance in centralized
controllers: When a new flow arrives at a switch, firstly
the switch looks up its flow table for matches and if any
matches are made, the corresponding action is executed
on the flow otherwise the switch sends the flow towards
the controller in the form of a packet-in and requests an
action for the flow. Then the controller responds with a
defined action in form of a packet-out. The amount of time
needed for this process or in other words the amount of
time required by the controller to process packet-ins and
send out packet-outs is referred to as the controller delay.
On the other hand, throughput is the amount of
configuration requests a controller can handle over a time
unit. Throughput in a control layer is the main parameter
towards determining the number of required controllers in
a specific network scenario in order to sufficiently handle
traffic loads. Fig. 6 illustrates POX, RYU, and Floodlight
delay results against different number of switches. RYU
has somewhat static delay in every scale while delay
increases as the network scale does in POX and Floodlight
has relatively the highest delay in every scale than all of
them. Thus, in a delay-sensitive network RYU is the best
choice. Also from the perspective of the development
language of a controller python-based controllers showed
less delay than the ones that are java-based. In terms of
throughput, Fig. 7 shows that RYU has the least but static
throughput throughout all scales while Floodlight has the
highest throughput than others and is the best suited.

RTT in distributed controllers: Comparison between
OpenFlow controllers is done through the evaluations on
communication efficiency between hosts. Round-Trip Time
(RTT) between hosts is calculated by a ping command using
ICMP request-response. In a test environment, ping is run on
two hosts farthest away from each other. We specifically
introduce controller with the lowest RTT in each scenario.
2) Effective network variables on performance
One of the effective factors on the controllers’ performance
is the structural variables of a network which directly impact
performance such as network size and topology type.
Network scale in centralized controllers: Increases in
network scale mean more switches and more hosts which
leads to more requests towards the controller directly
affecting controllers’ performance.

Fig. 8. Single topology structure

Fig. 9. Linear topology structure
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Fig. 10. Tree topology structure

 Tree topology: In a tree topology all OpenFlow switches
and hosts are hierarchically connected. Fig. 11 and Fig.
12 illustrate that RYU and Floodlight have roughly the
same delay whereas RYU has higher bandwidth than
Floodlight and POX. Thus,, RYU is the proper choice in
a network with tree topology.
Transmission packet size in distributed controllers:
Maximum Transmission Unit (MTU) refers to the size of the
largest packet allowed to pass through network links. By
standard the largest transmission packet is 1500 bytes and
larger packets are discarded. Data center networks require
low delay and large MTUs. In this section, we gradually
increase MTU from 1400 to 1500 and observe the impact of
packet size on end-to-end delay. Fat-tree is the network
topology with 16 hosts. Fig. 13 shows that OpenDayLight’s
performance is negligible to packet size while ONOS shows
increasing delay with increases in MTU. Thus
OpenDayLight is the suitable choice in this scenario.

Fig. 11. En-to-end delay against topology type

Fig. 13. End-to-end delay against MTU in facebook fat-tree
topology

Fig. 12. Bandwidth against topology type

Topology in centralized controllers: An effective factor
on QoS of OpenFlow controllers is the network topology
type including single, linear, and tree topologies as shown
in Fig. 8, Fig. 9, and 0 that are mostly seen in small scale
networks and academic environments. We evaluate QoS of
POX, RYU, and Floodlight controllers by delay and
throughput amounts as stated before.
 Single topology: Networks with this type of topology
contain only one OpenFlow switch with several hosts
connected to it and the switch is connected to the
controller. Results as illustrated in Fig. 11 and Fig. 12
show that if we arrange the three controllers in this
manner all of them obtain similar QoS considering their
delay and throughput.
 Linear topology: In this type of topology, there are
several switches that have linear connections. Each host
is connected to a switch linearly connected to other
switches all of which are connected to the controller.
According to Fig. 11 and Fig. 12 Floodlight has the least
delay than others after RYU, while all three of them
show similar bandwidths. Thus, in a network with a
linear structure Floodlight provides the best QoS.

Network scale in distributed controllers: By increasing
the number of switches and hosts, the number of requests
toward controller increases as well which directly impacts
performance.
Datacenter topology in distributed controllers: Data
centers are rapidly increasing and act as an essential part of
cloud computation and online web services. Data centers
consist of thousands of nodes that demand high bandwidths.
For instance corporates like amazon, google and microsoft
profit from high scale data centers carying out their cloud
computations. Even corporates such as Dropbox and Apple
are leaning toward private cloud centers. Statistics show
data centers’ increasing traffic loads which is a confirmation
of every day increasing bandwidth requirements in these
types of networks. Data centers play an important role in
cloud-based applications’ performance efficiency. Many
topologies have been developed over the years to overcome
these challenges and fullfill data center demands. One of
these solutions is the fat tree topology which have showed
better outcomes than others. Google fat-tree and Facebook
fat-tree [13] are among the most used and most adequate
topologies in case of performance in datacenter networks.
Thus, we analyzed these topologies in our tests and
evaluation environments.
 Google fat tree: This topology is currently the most
popular in data centers and consists of different levels as
shown in 0 .This topology has three switch layers
including edge, aggregation, and core switches. Edge
switches are directly connected to hosts in a way that n
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ports of the switch are connected to n/2 hosts and the rest
are connected to higher level switches called the
aggregation switches. In the same manner the aggregation
switches are connected to core switches. In this topology
there are several paths between every two hosts which
eventually increases fault tolerability. We evaluate
performance ONOS and OpenDayLight in a google fattree topology based on delay and with 8, 16, 32, and 64
switches. Fig. 15 shows their performance based on delay
against the number of switches. OpenDayLight has less
delay and shows little increase with more switches while
ONOS shows ascending increase over more number of
switches. Thus OpenDayLight is the best suited for a
google fat-tree topology.
Fig. 17. End-to-end delay against network scale in facebook fattree topology

Fig. 14. Google fat-tree topology

Fig. 18. OpenDaylight and ONOS performance without a routing
protocol against different network scales

Fig. 15. End-to-end delay against network scale in google fattree topology

 Facebook fat-tree: This topology is illustrated in Fig. 16.
In this setting, the whole illustrated structure is called a
pod. Each pod in this topology consists of a number of
fabric switches and Top-Of-Rack (TOR) switches that can
be used up to 48 in maximum. For test purposes we can
initiate the network by 4 fabric switches and 16 TORs and
enlarge the network gradually. We evaluate performance
ONOS and OpenDayLight in a Facebook fat-tree topology
based on delay and with 16, 24, and 32 hosts. Based on Fig.
17 ONOS outperforms OpenDayLight in delay and is
better suited in this scenario. According to Facebook fattree structure, it can be said that in a network with the least
number of switch layers and the least number of steps from
a host to controller, ONOS is best suited for managing the
network.

Fig. 16. Facebook fat-tree topology

Routing protocols of distributed controllers: Protocols
are also one of the effective factors on performance of
OpenFlow controllers. In SDN, controller possesses an
overall vision of the network and is aware of all the existing
paths in the network. Controller chooses the best path based
on its knowledge. With the use of OpenFlow routing
protocols controllers transmit paths’ information to network
devices and this protocol is basically utilized for
communication between the controller and network
hardware. By default, controllers do not use a specific
algorithm or routing protocol. They simply forward packets
by their overall vision of the network and shortest-path
policies. By the use of appropriate protocols, we can
positively affect controller performance. Firstly, we evaluate
the performance of ONOS and OpenDayLight without a
routing protocol based on end-to-end delay against network
scale of 16, 32, and 64 hosts. Then we install BGP protocol
on both of the controllers and repeat the test. In this test, we
use fat-tree to implement the network topology. As
illustrated in Fig. 18 and Fig. 19 controllers utilizing a
routing protocol perform better and ONOS outperforms
OpenDayLight and the effect of BGP was greater on ONOS.
In Fig. 20 the effect of BGP on ONOS performance
improvement is illustrated [34]. Based on the policies
defined for BGP the virtual topology is divided into areas in
each of which routing takes place separately from other
areas. Due to this policy the number of requests sent towards
the controller decreases and leads to better overall
performance. As shown in Fig. 18 and Fig. 19 the effect of
BGP is only visible in large networks while under small size
networks, the effect in negligible and it is better to use the
default routing without any specific routing protocols.

72

Seyed Akbar Mostafavi, et.al: Performance Evaluation of Software-Defined Networking…

Fig. 19. OpenDaylight and ONOS performance with bgp
against different network scales

Fig. 20. Routing in ONOS with BGP

VII. Conclusions
In this paper, we introduced SDN and its different layers
including the controller layer and its fundamental role on the
overall network performance. We performed a comprehensive
study of the OpenFlow controllers and proposed an evaluation
platform of centralized and distributed controllers based on
multiple criteria.
We first categorized the controllers into two groups of
centralized and distributed. Centralized controllers are used
in small networks while distributed controllers can manage
large scale networks like datacenters or cloud networks.
Then we presented the methods and scenarios used in our
study with specific parameters to aid us choose the best
suited controller for each situation. In our evaluations for the
centralized controllers parameters consisting of QoS,
latency, and throughput were measured in various topologies
and different scales, while end-to-end delay was measured
for distributed controllers in Google fat-tree and Facebook
fat-tree, two of the most well-known datacenter topologies
with different scales under various workloads.
At last the following evaluation results were achieved:
 Among our chosen centralized controllers, RYU
performed best in network management for large scale
networks in term of QoS while in small networks
Floodlight outperformed others in QoS.
 Among our chosen set of centralized controllers, RYU
outperformed others in a network with a tree topology
and Floodlight performed best in a network with a
linear topology than others although for a single

topology the performance differences between
controllers were negligible.
 Among our chosen centralized controllers, RYU
performed best in terms of least delay in a large scale
network while Floodlight showed the highest
throughput than others.
 Among
our
chosen
distributed
controllers,
OpenDayLight outperformed ONOS in a Google fattree topology while in a Facebook fat-tree topology
ONOS performs better.
 Among
our
chosen
distributed
controllers,
OpenDayLight was the more stable in a network with
increases in workload overtime than ONOS which
showed increased delay.
In distributed controllers, changing the default routing protocols
to BGP caused performance improvements in both
OpenDayLight and ONOS while this effect was greater on
ONOS.
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